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SWATTING: THE NEW CYBERBULLYING 
FRONTIER AFTER ELONIS V. UNITED STATES 

Elizabeth M. Jaffe* 

ABSTRACT 

With the expansion of the internet offering a camera view into our lives, 
internet entrepreneurs are becoming targets of cyberbullies and a new form of 
cyberbullying known as “swatting.” For the first few years since its inception, 
legislators across the nation took a simplified stance towards swatting. But the 
more recent incidents include armed and militarized police having to use force 
against innocent victims while the perpetrator is only charged with a misdemeanor 
crime or none at all. This Article looks at recent case examples and legislative 
attempts to combat cyberbullying, including the recent Supreme Court decision of 
Elonis v. United States. Although the Court concluded a reasonable person 
standard was inappropriate, the Court failed to properly provide the lower courts 
with direction as to what constitutes a threat. It is time for the States and the 
internet providers to become the proactive forces in stopping cyberbullying.   
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I. INTRODUCTION 

Because of the expansion of the Internet, state legislatures and police 
institutions need to create new laws and methods to protect individuals that 
use the Internet as their workplace. Websites such as YouTube and Twitch 
provide an outlet for users to broadcast their shows to viewers and earn an 
income.1 In essence, broadcasters become cyber-entrepreneurs. Although 
the broadcasters are not using the traditional workplace, they nevertheless 
can still be forced to endure harassment, albeit from unknown sources. 
Unknown bullies can now harass entrepreneurs by “swatting,” which is 
actually a new form of cyberbullying.2 Swatting is where the victim is 
engaged in gaming on the Internet, the swatter calls 911 and reports that 
there has either been a crime or some other type of emergency, and the 911 
dispatcher then summons the SWAT team or the police.3 The swatter tells 
the dispatcher that the intended victim has committed, or is committing, 
some type of horrific crime, such as killing an entire family or taking 
hostages.4 The officers then respond to the emergency prepared to 
encounter an armed gunman, but instead they find a scared individual simply 
broadcasting with an audience on the Internet streaming the broadcast.5 
 

 1.  See, e.g., Constance Gustke, 5 Ways to Make Money Online from Home, ABC 
NEWS (Nov. 10, 2012), http://abcnews.go.com/Business/real-ways-make-money-online-
home/story?id=17671102; Eric Rosenberg, How to Make Money with YouTube, 
INVESTOPEDIA (Feb. 24, 2015), http://www.investopedia.com/articles/personal-finance 
/022415/how-make-money-youtube.asp. 
 2.  See The Crime of ‘Swatting’: Fake 9-1-1 Calls Have Real Consequences, FBI 
(Sept. 3, 2013), https://www.fbi.gov/news/stories/2013/september/the-crime-of-swatting-
fake-9-1-1-calls-have-real-consequences [hereinafter Real Consequences]. 
 3.  See, e.g., U.S. Attorney’s Office, Dist. of Conn., Wethersfield Man Charged 
Federally for Role in Swatting Incidents at UConn, Elsewhere, FBI (Sept. 10, 2014), 
https://www.fbi.gov/newhaven/press-releases/2014/wethersfield-man-charged-federally-
for-role-in-swatting-incidents-at-uconn-elsewhere.  
 4.  Id. 
 5.  Cate Matthews, Live Stream Captures SWAT Team Charging Into Gamer’s 
Office (VIDEO), HUFFINGTON POST (Aug. 28, 2014), http://www.huffingtonpost.com 
/2014/08/28/kootra-swatting-swat-team-livestream_n_5732400.html; Alyssa Newcomb, 
Gamer Raided by SWAT Team in Front of 60,000 Viewers, ABC NEWS (Feb. 6, 2015), 
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Although most reported incidents end with the officers and the victim 
talking through the situation, there are situations like that of Tyran Dobbs, 
who was shot with a non-lethal rubber bullet,6 and U.S. Air Force Veteran 
Joshua Peters, whose bank accounts and other daily functions were 
affected.7 

Depending on the jurisdiction, and also which emergency department 
handles the investigation, there may be little to no relief for the 
entrepreneurial victim.8 Most times the perpetrator is not caught or 
prosecuted.9 Perhaps, though, if increased pressure was placed on the 
provider to protect the broadcaster with better counter-camouflage 
technology, and if there were more applicable laws, the justice system could 
provide a proper remedy. At the time of this publication, the harasser has 
even more ability to bully in light of the U.S. Supreme Court’s recent 
decision in Elonis v. United States.10 With the Court’s decision to change the 
test for threatening communications from what a reasonable person would 
think to the intent of the speaker, a bully could argue their intent was not to 
harass or cause grievous bodily injury, but to play a simple prank.11 The 
unfortunate victim is thereby left with little recourse under the law. 

 

http://abcnews.go.com/Technology/gamer-raided-swat-team-front-60000-viewers/story 
?id=28775474.  
 6.  Jennifer Donelan, ABC 7 On Your Side Has Exclusive Interview with Md. 
Victim Badly Injured at Hands of Police After “Swatting” Prank Nightmare, WJLA.COM 
(July 15, 2015), http://wjla.com/features/7-on-your-side/fbi-says-swatting-is-a-growing-
crime-trend-both-locally-and-nationally--115595. 
 7.  Owen S. Good, Video Game SWATter Faces Five Years in Prison, Additional 
Charges, POLYGON (Feb. 8, 2015), http://www.polygon.com/2015/2/8/8002337/video-
game-swatter-faces-five-years-in-prison-additional-charges. 
 8.  See, e.g., Justin Jouvenal, ‘It Was a Reign of Terror’: An Online Troll Destroys 
a Family’s Offline Life, STUFF.CO.NZ, http://www.stuff.co.nz/technology/digital-living/ 
70442556/it-was-a-reign-of-terror-an-online-troll-destroys-a-familys-offline-life (last 
updated July 22, 2015).  
 9.  See John Keilman, ‘Swatting’ No Prank to Video Game Celebrities, CHI. TRIB. 
(Sept. 12, 2014), http://www.chicagotribune.com/suburbs/bolingbrook-plainfield/ct-swat 
ting-video-games-met-20140912-story.html. 
 10.  See generally Elonis v. United States, 135 S. Ct. 2001 (2015). 
 11.  See id. at 2012–13; see also id. at 2017 (Alito, J., dissenting) (“Threats of violence 
and intimidation are among the most favored weapons of domestic abusers, and the rise 
of social media has only made those tactics more common place. A fig leaf of artistic 
expression cannot convert such hurtful valueless threats into protected speech.”) 
(internal citation omitted).  
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A. Cyber Workplace Defined 

The cyber workplace is not the traditional workplace, but is instead 
simply a camera, a user, and a platform to broadcast to the public and for 
the public to view the content. For example, in order to broadcast through 
Twitch,12 the broadcaster needs a console or personal computer, a Twitch 
account, a capture device, and a camera.13 The broadcaster displays their 
performance on the Internet and the viewing public can access their 
channel.14 Specific comments can be made, donations can be given to the 
broadcaster, and advertisers can leave a message on the site.15 

YouTube broadcasters can earn money by monetizing their videos and 
channel.16 YouTube broadcasters’ earnings are based on a share of the ad 
revenue from people viewing the broadcasters’ videos; more views from 
uploaded content equals more money.17 The account holder must follow a 
series of on-screen steps to understand and accept YouTube’s monetization 
agreement.18 The account is reviewed by YouTube for Community 
Guidelines violations, invalid click activities, and third-party content 
blocks.19 If there are no problems or violations, the account is authorized to 
gain money through ads and the broadcaster must then set up an AdSense 
account in order to receive any funds.20 

 

 12.  Twitch “is the world’s leading social video platform and community for gamers” 
where video game players are able to broadcast themselves playing video games and 
others are able to watch and discuss. About Twitch, TWITCH, http://www.twitch.tv/ 
p/about (last visited Mar. 8, 2016) [hereinafter About Twitch]. 
 13.  How to Broadcast Console Games, TWITCH, http://help.twitch.tv/customer 
/portal/articles/792769-how-to-broadcast-console-games (last updated Jan. 25, 2016). 
 14.  See About Twitch, supra note 12. 
 15.  Navigating the Channel Page, TWITCH, http://help.twitch.tv/customer/portal/ 
articles/836961-new-channel-page (last updated Feb. 25, 2016). 
 16.  Set Up Your Channel and Videos for Monetization, YOUTUBE, https://support. 
google.com/youtube/answer/72857?hl=en&ref_topic=6029709&vid=1-63578480039160 
6324-30996203 (last visited Mar. 8, 2016) [hereinafter Set Up].  
 17.  YouTube Partner Earnings Overview, YOUTUBE, https://support.google.com 
/youtube/answer/72902?hl=en&ref_topic=12634&vid=1-635784805247298776-30996203 
(last visited Mar. 8, 2016) [hereinafter YouTube Earnings]. 
 18.  Set Up, supra note 16. 
 19.  Monetization is Disabled for My Channel, YOUTUBE, https://support.google 
.com/youtube/answer/1727191 (last visited Mar. 8, 2016). 
 20.  Get Paid by Linking AdSense to Your YouTube Account, YOUTUBE, 
https://support.google.com/youtube/answer/72866?vid=1-635784805247298776-3099 
6203 (last visited Mar. 8, 2016) [hereinafter Linking AdSense].  
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To profit from their Internet activity, most users will voluntarily opt to 
become partners with Twitch or YouTube.21 Both companies actively 
promote this feature, as it connects the broadcaster with advertisers, and 
both can earn money by promoting paid subscriptions and merchandise.22 
More entrepreneurial and popular users develop their own personal 
websites to attract more users, who in turn purchase more subscriptions, thus 
attracting more advertisers.23 Finally, more experienced gamers can 
participate in eSports tournaments with the potential to earn substantial 
sums of prize money.24 

B. Twitch and YouTube Broadcasting Services 

To use Twitch or YouTube, each broadcaster must create an account 
with the service and then take an extra step to become a partner.25 For 
YouTube users, the account must reach a certain threshold (measured by 
views, subscribers, or being ad-friendly26) before the monetization option is 
available.27 The monetization process is a step-by-step guide where the 
broadcaster agrees to a 55-to-45 percent revenue split, with YouTube taking 
the 45 percent share for hosting the content.28 The agreement between the 
two is a basic partnership agreement, and the terms are simple enough for 
the average broadcaster to understand.29 YouTube does suggest the 

 

 21.  See Partner Program Overview, TWITCH, http://help.twitch.tv/customer/portal/ 
articles/735069-partner-program-overview (last updated Mar. 1. 2016) [hereinafter 
Twitch Partner]; YouTube Partner Program Overview, YOUTUBE, https://support 
.google.com/youtube/answer/72851 (last visited Mar. 8, 2016) [hereinafter YouTube 
Partner].  
 22.  See Twitch Partner, supra note 21; YouTube Partner, supra note 21. 
 23.  See, e.g., The SyndicateProject Official Livestream!, TWITCH, http://www.twitch. 
tv/syndicate (last visited Mar. 8, 2016).  
 24.  See, e.g., The International Dota 2 Championships, DOTA 2, http://www.dota2 
.com/international/overview/ (last visited Mar. 8, 2016).  
 25.  See Partner Application, TWITCH, http://www.twitch.tv/partner/signup (last 
visited Mar. 8, 2016); YouTube Partner, supra note 21. 
 26.  YouTube also suggests that the broadcaster create and attach an AdSense 
account. See Linking AdSense, supra note 20. 
 27.  Telephone Interview with Valerie, YouTube Partnership Help Desk, YouTube 
(Aug. 21, 2015).  
 28.  Id.; Todd Spangler, YouTube Standardizes Ad-Revenue Split for All Partners, 
But Offers Upside Potential, VARIETY (Nov. 1, 2013), http://variety.com/2013/digital/ 
news/youtube-standardizes-ad-revenue-split-for-all-partners-but-offers-upside-
potential-1200786223/.  
 29.  Telephone Interview with Valerie, supra note 27.  
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broadcaster retain legal counsel for review; however, many users do not seek 
legal advice before entering into the agreement.30 To opt out of the process, 
the broadcaster must disable the ads for the monetized videos.31 Overall, 
using YouTube to broadcast and earn revenue is relatively simple because it 
is based on the number of views.32 Quality content can go viral, and more 
views will bring more revenue.33 

Security for the broadcaster is an important part of the YouTube 
experience, to which YouTube features a two-pronged approach.34 For 
cybersecurity, YouTube offers the basic reporting function—viewers can 
report harmful content, and YouTube will remove it—and also gives the 
broadcaster the ability to remove any harmful content themselves.35 If the 
police or other emergency departments become involved, the YouTube 
security department will handle all requests and report the information 
YouTube has to the appropriate agency.36 

Twitch operates in a similar fashion to YouTube by requiring a 
threshold that must be met before monetization.37 In order to qualify for 
revenue, the channel must feature an average consistent viewership of 500 
or more viewers and stream content on Twitch at least three times a week.38 
Twitch’s broadcasting terms are more expansive than YouTube’s; Twitch 
partners must sign an agreement, provide tax information from their home 
country, and satisfy other various requirements contained within the 
agreement.39 Twitch recommends running a minimum of four ads per hour 

 

 30.  Id. 
 31.  Opt Out of the YouTube Partner Program, YOUTUBE, https://support.google 
.com/youtube/answer/82842?hl=en&vid=1-635764874928286134-30996203 (last visited 
Mar. 8, 2016). 
 32.  See YouTube Earnings, supra note 17. 
 33.  See id. 
 34.  See Policies, Safety, and Reporting, YOUTUBE, https://support.google.com/ 
youtube/topic/2676378?hl=en&ref_topic=6151248&vid=1-635764874928286134-3099 
6203 (last visited Mar. 8, 2016). 
 35.  Harassment and Cyberbullying, YOUTUBE, https://support.google.com/ 
youtube/answer/2802268?hl=en&ref_topic=2803240&vid=1-635764874928286134-3099 
6203 (last visited Mar. 8, 2016). 
 36.  Telephone Interview with Valerie, supra note 27.  
 37.  See Partner Application, supra note 25. 
 38.  Id. 
 39.  Email from Michael Bodiford to Patrick Chase, Dir. of Pub. Rel., Twitch (Aug. 
24, 2015, 19:23 EST) (on file with author) (discussing questions regarding Partnership 
Program and Reporting).  
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during the broadcast.40 

To help the broadcaster monetize their channel, Twitch offers viewers 
the ability to purchase a subscription to the channel and broadcasters the 
ability to showcase merchandise through Twitch, as well as posting to their 
personal site.41 The most profitable broadcasters on Twitch offer 
subscriptions on their Twitch channel and their own personal site.42 The 
broadcaster can then also offer merchandise and bonuses for being a 
subscriber on their own personal site.43 On their personal site, broadcasters 
also have control of their domain and are able to maintain independent 
security through the assistance of moderators.44 The Twitch legal team 
handles the more serious cases where there is suspected cyberbullying, and 
the Twitch legal team can offer the information about the broadcaster to any 
police entity.45 

C. Hostile Work Environment Overview 

Under Title VII of the Civil Rights Act of 1964, a hostile work 
environment is created “[w]hen the workplace is permeated with 
‘discriminatory intimidation, ridicule, and insult,’ that is ‘sufficiently severe 
or pervasive to alter the conditions of the victim’s employment and create 
an abusive working environment.’”46 The U.S. Supreme Court specifically 
noted that Title VII is not a “general civility code,” and “‘simple teasing,’ . . . 
offhand comments, and isolated incidents (unless extremely serious),” do 
not constitute a hostile work environment.47 An environment hostile to a 

 

 40.  See Updates to Twitch Commercial Policy, TWITCH (Feb. 8, 2013) 
http://blog.twitch.tv/2013/02/updates-to-twitch-commercial-policy/. 
 41.  Subscription Program, TWITCH, http://help.twitch.tv/customer/portal/articles/ 
735176-subscription-program (last updated Dec. 16, 2015); Twitch Partner Teespring 
Merchandise Store Guide, TWITCH, http://help.twitch.tv/customer/portal/articles/1766 
516-twitch-partner-merchandise-store-playbook (last updated Mar. 3, 2016). 
 42.  See Jesse Aaron, How Much Can You Make Streaming as a Professional Video 
Gamer?, HUFFINGTON POST (Mar. 27, 2015), http://www.huffingtonpost.com/jesse-
aaron/how-much-can-you-make-str_b_6926362.html; Subscription Program, supra note 
41. 
 43.  See Aaron, supra note 42.  
 44.  Email from Michael Bodiford to Patrick Chase, supra note 39 (discussing 
questions regarding Partnership Program and Reporting).  
 45.  Id. 
 46.  Harris v. Forklift Sys., Inc., 510 U.S. 17, 21 (1993) (quoting Meritor Sav. Bank, 
FSB v. Vinson, 477 U.S. 57, 65, 67 (1986)). 
 47.  Faragher v. City of Boca Raton, 524 U.S. 775, 788 (1998) (quoting Oncale v. 
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protected worker “must be both objectively and subjectively offensive, one 
that a reasonable person would find hostile or abusive, and one that the 
victim in fact did perceive to be so.”48 This objective standard is comprised 
of four factors: (1) the frequency of the conduct; (2) the severity of the 
conduct; (3) whether the conduct “is physically threatening or humiliating, 
or a mere offensive utterance”; and (4) whether the conduct unreasonably 
interferes with the employee’s job performance.49 

In Harris v. Forklift Systems, Inc., the court established these guidelines 
and stated, “[W]hether an environment is ‘hostile’ or ‘abusive’ can be 
determined only by looking at all the circumstances.”50 A plaintiff must show 
subjective belief that the harassment he or she was exposed to was physically 
threatening or humiliating enough to interfere unreasonably with plaintiff’s 
job performance.51 In the swatting context, an officer entering the work area 
with a gun drawn is a moment where any person would feel extreme anxiety 
or fear.52 In the Dobbs matter, extreme confusion arose when the swatting 
victim was unaware of the reason for the police presence;53 in the victim’s 
mind, he or she is responding to a police presence without knowing he or she 
is being accused of something like holding or killing hostages.54 Because 
broadcasting platforms like YouTube and Twitch are many broadcasters’ 
workplaces, and because swatting and cyberbullying is often so severe and 
pervasive so as to alter the condition of the work environment, many victims 
may have claims under Title VII. Still, this remedy, if it is available at all, 
would only be available to those broadcasters who monetized their accounts. 

 

Sundowner Offshore Servs., Inc., 523 U.S. 75, 80, 82 (1998)). 
 48.  Id. at 787 (citing Harris, 510 U.S. at 21–22). 
 49.  Harris, 510 U.S. at 23. 
 50.  Id. at 23; see Mendoza v. Borden, Inc., 195 F.3d 1238, 1246 (11th Cir. 1999) 
(“[T]he courts should examine the conduct in context, not as isolated acts, and determine 
under the totality of circumstances whether the harassing conduct is sufficiently severe 
or pervasive to alter the conditions of the plaintiff’s employment.” (citing Harris, 510 
U.S. at 23; Faragher v. City of Boca Raton, 524 U.S. 775, 786 (1998); Allen v. Tyson 
Foods, 121 F.3d 642, 647 (11th Cir. 1997); Henson v. City of Dundee, 682 F.2d 897, 904 
(11th Cir. 1984))). 
 51.  Harris, 510 U.S. at 22–23. 
 52.  See, e.g., Jason Fagone, The Serial Swatter, N.Y. TIMES (Nov. 24, 2015), 
http://www.nytimes.com/2015/11/29/magazine/the-serial-swatter.html?_r=0. 
 53.  Donelan, supra note 6. 
 54.  Matthews, supra note 5. 
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II. CRIMINAL AND CIVIL STATUTES ADDRESSING CYBERBULLYING 

A. Cyberbullying Defined 

Cyberbullying is the “willful and repeated harm inflicted through the 
use of computers, cell phones, and other electronic devices.”55 The 
cyberbully will use any form of technology to cause harm to the intended 
victim, and cyberbullying can take place anytime the cyberbully posts 
something that is seen and conveyed to the victim.56 

Although cyberbullying may commonly be found in school-age 
children and often harms the emotional development of a child, workplace 
bullying can be just as profound as it harms the economic earnings of the 
victim and potentially the entire workplace.57 The Workplace Bullying 
Institute defines workplace bullying as, “repeated, health-harming 
mistreatment of one or more persons (the targets) by one or more 
perpetrators.”58 The conduct includes threats, work interference, or physical 
or verbal abuse.59 

The Institute began a legislative crusade in the early 2000s60 (similar to 
the school bullying wave of laws) and has drafted proposed legislation called 
the Healthy Workplace Bill.61 The goal of the legislation is to provide a 
balance between the employer and the employee.62 Under the proposed law, 
the employer would be required to provide a safe workplace environment 
free of bullies; the law also provides a quick method for the employer to 
remove the bully from the workplace without expanding their liability.63 The 
 

 55.  SAMEER HINDUJA & JUSTIN W. PATCHIN, BULLYING BEYOND THE 
SCHOOLYARD: PREVENTING AND RESPONDING TO CYBERBULLYING 5 (2009).  
 56.  What is Cyberbullying, U.S. DEP’T OF HEALTH & HUMAN SERVS., 
http://www.stopbullying.gov/cyberbullying/what-is-it/index.html (last visited Mar. 9, 
2016). 
 57.  Bullying Contrasted with Other Phenomena, WORKPLACE BULLYING INST., 
http://www.workplacebullying.org/bullying-contrasted/ (last visited Mar. 9, 2016). 
 58.  The WBI Definition of Workplace Bullying, WORKPLACE BULLYING INST., 
http://www.workplacebullying.org/individuals/problem/definition (last visited Mar. 9, 
2016).  
 59.  Id.  
 60.  History of the U.S. Legislative Campaign, WORKPLACE BULLYING INST., 
http://www.healthyworkplacebill.org/about.php (last visited Mar. 9, 2016). 
 61.  Quick Facts About the Healthy Workplace Bill, WORKPLACE BULLYING INST., 
http://www.healthyworkplacebill.org/bill.php (last visited Mar. 9, 2016).  
 62.  See id. 
 63.  Id. 
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bill has not yet been passed in any state, but the drafters of the legislation 
hope to have the legislation read and voted on in many upcoming state 
legislative sessions.64 

B. Duty Imposed on Third Parties and Defendants 

Traditionally, in tort law, a primary defendant did not have a duty to 
control the conduct of a third person, such as preventing the third person 
from engaging in conduct that results in harm to a plaintiff.65 But this notion 
was expanded with Judge Cardozo’s analysis in Palsgraf v. Long Island 
Railroad, where defendants are liable if a legal duty was owed to the plaintiff, 
the defendant breached that duty, and the resulting harm was reasonably 
foreseeable—even if caused by a third party.66 

Both YouTube and Twitch are venues open to the public, and as such, 
it is possible there is a duty of public accommodation where the actor (the 
broadcast service provider) has a duty of care to its patrons (the 
broadcasters) to safeguard the patrons from third-party attacks 
(cyberbullying prevention and response).67 Perhaps YouTube and Twitch 
owe more of a duty to their broadcasters against third-party cyberbullies.68 
Possible solutions, such as better monitoring efforts, would not be cost 
prohibitive because engineers can design better server protections and 
programs to record and survey where the offense originated.69 

By way of example, suppose that during a Twitch broadcast, the 
broadcaster is playing Call of Duty: Advanced Warfare and a viewer 
constantly curses and makes fun of the broadcaster. This may appear 
harmless, but it becomes a problem when the viewer begins to threaten other 
viewers, and then posts the broadcaster’s home address and says he is 
coming to kill the broadcaster. It should become the responsibility of Twitch 

 

 64.  See State of the Union: State Activity, WORKPLACE BULLYING INST., 
http://www.healthyworkplacebill.org/states (last visited Mar. 9, 2016). 
 65.  PROSSER & KEETON ON THE LAW OF TORTS § 56 (4th ed. 1971).  
 66.  Palsgraf v. Long Island R.R., 162 N.E. 99, 100 (N.Y. 1928). 
 67.  See RESTATEMENT (SECOND) OF TORTS § 308 (AM. LAW INST. 1965) (“It is 
negligence to permit a third person to use a thing or to engage in an activity which is 
under the control of the actor, if the actor knows or should know that such person intends 
or is likely to use the thing or to conduct himself in the activity in such a manner as to 
create an unreasonable risk of harm to others.”). 
 68.  See id. 
 69.  See, e.g., SSL Certificates, GODADDY, https://www.godaddy.com/ssl/ssl-certif 
icates.aspx (last visited Mar. 9, 2016). 
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to notify the broadcaster, explain to the broadcaster that they should notify 
the police of the threat, and provide the IP address and other specific 
information to help identify the threatening viewer to the police. 

C. Tort Immunity Under the Communication Decency Act 

Under 47 U.S.C. § 230 (commonly referred as the Communication 
Decency Act or CDA),70 online entities who are classified as web services, 
social networks, or interactive sites are protected from liability for actions 
taken by users on their sites.71 The spirit of the law and Congress’s intent 
with enacting the CDA was to prevent websites, blogs, and certain forum 
sites from being held liable for the speech of their users.72 With the passage 
of the CDA, Congress hoped to alleviate problems with “removal of user-
generated content, not the creation of the content by users.”73 As such, 
websites are allowed to perform some edits to user-generated content 
without fear of defamation or other tort claims for not editing or deleting 
the content.74 

The CDA essentially allows web hosts to avoid tort liability. In 
Klayman v. Zuckerberg, the plaintiff, Klayman, sued Facebook claiming 
assault and negligence for failing to remove a page promoting the death of 
Jewish people fast enough.75 The D.C. Circuit Court considered Facebook 
to be an “interactive computer service because it is a service that provides 
information to ‘multiple users’ by giving them ‘computer access . . . to a 
computer server.’”76 Moreover, in Zeran v. America Online, Inc., the Fourth 
Circuit Court of Appeals held that service providers should not be held liable 

 

 70.  See Claudia G. Catalano, Annotation, Validity, Construction, and Application 
of Immunity Provisions of Communications Decency Act, 47 U.S.C.A. § 230, 52 A.L.R. 
Fed. 2d 37, § 2 (2011). 
 71.  47 U.S.C. § 230(c) (2012); see Ricci v. Teamsters Union Local 456, 781 F.3d 25, 
27–28 (2d Cir. 2015) (involving a website hosting service and stating that under the Act, 
“a plaintiff defamed on the internet can sue the original speaker but typically ‘cannot 
sue the messenger’”) (quoting Chi. Lawyers’ Comm. for Civil Rights Under Law, Inc. v. 
Craigslist, Inc., 519 F.3d 666, 672 (7th Cir. 2008)); Klayman v. Zuckerberg, 753 F.3d 1354, 
1357–58 (D.C. Cir. 2014), cert. denied, 135 S. Ct. 680 (2014) (social networks); Kimzey v. 
Yelp, Inc., 21 F. Supp. 3d 1120, 1121 (W.D. Wash. 2014) (interactive sites). 
 72.  47 U.S.C. § 230(b); see also H.R. REP. NO. 104-458, at 194 (1996) (Conf. Rep.). 
 73.  Fair Hous. Council of San Fernando Valley v. Roommates.com, LLC, 521 F.3d 
1157, 1163 (9th Cir. 2008) (emphases omitted). 
 74.  See Doe v. Friendfinder Network, Inc., 540 F. Supp. 2d 288, 297 (D.N.H. 2008). 
 75.  Klayman, 753 F.3d at 1355–56. 
 76.  Id. at 1357 (quoting 47 U.S.C. § 230(f)(2) (omission in original)). 
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on an economic basis because of the cost of screening millions of postings 
for problems.77 But that immunity is not absolute if the site “invites the 
posting of illegal materials or makes actionable postings itself.”78 

Although YouTube and Twitch do not actively invite users or third-
party viewers to openly post illegal materials, if a cyberbully is aware of the 
immunity afforded to YouTube and Twitch, then the temptation to act is 
present. YouTube and Twitch provide users with a report function, but at 
most, the recourse would be to ban the user from the website.79 In Barnes v. 
Yahoo!, Inc., the plaintiff raised a promissory estoppel claim as a possible 
alternative legal theory to hold Yahoo! liable for not removing malicious 
content that was uploaded by a third party.80 For a plaintiff to prevail under 
the Barnes promissory estoppel method, the service provider must have 
been made aware of the offensive content, promised to take steps to remove 
it, and then not performed.81 

Zeran was decided in 1997, when the Internet still required a dial-up 
modem. As technology changes daily, it should not be a burden to require 
that YouTube and Twitch provide added security to assist their 
broadcasters.82 This could be accomplished by either helping react to a 
cyberbully, or if a swatting incident takes place, quickly discovering and 
disclosing the perpetrator. Although most cyberbullies “spoof”83 their 
identities, the FBI is still able to peel the onion and discover the identity of 
the cyberbully.84 Both YouTube and Twitch offer legal services through their 

 

 77.  Zeran v. Am. Online, Inc., 129 F.3d 327, 331 (4th Cir. 1997). 
 78.  Jones v. Dirty World Ent. Recordings, LLC, 766 F. Supp. 2d 828, 836 (E.D. Ky. 
2011) (citing Fair Hous. Council of San Fernando Valley, 521 F.3d at 1157). 
 79.  Flagging Content, YOUTUBE, https://support.google.com/youtube/answer/ 
2802027?hl=en (last visited Mar. 9, 2016); How to File a User Report, TWITCH, 
http://help.twitch.tv/customer/portal/articles/725568-how-to-file-a-report (last updated 
Feb. 17, 2016); see also Fagone, supra note 52 (discussing the ways that swatters can get 
around these restrictions). 
 80.  Barnes v. Yahoo!, Inc., 570 F.3d 1096, 1106, 1108 (9th Cir. 2009), as amended 
(Sept. 28, 2009). 
 81.  Id.  
 82.  See, e.g., SSL Certificates, supra note 69. 
 83.  Spoofing means “[f]aking the sending address of a transmission to gain illegal 
[unauthorized] entry into a secure system.” Explore Terms: A Glossary of Common 
Cybersecurity Terminology, NAT’L INITIATIVE FOR CYBERSECURITY CAREERS & 
STUDIES, http://niccs.us-cert.gov/glossary (last visited Mar. 9, 2016). 
 84.  See FAQ, FBI INTERNET CRIME COMPLAINT CTR., http://www.ic3.gov/faq/ 
default.aspx (last visited Mar. 9, 2016). 
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legal departments to counter swatting and workplace bullying.85 As more 
and more websites become available for broadcasters, the reasonable 
standard may change in favor of the broadcaster to cast a wider security net 
over the channels being used. 

D. Criminal Statues Addressing the Invisible Criminal 

Currently, there are no federal laws directly related to swatting. One 
member of Congress that has attempted to address the issue is Senator 
Charles Schumer with the introduction of Senate Bill 1018, titled “Swatting 
Won’t be Accepted or Tolerated Act of 2015” or the “SWAT Act.”86 The 
bill makes any “false, fictitious, or fraudulent statement . . . to a Federal law 
enforcement agency that causes an emergency Federal law enforcement 
response, the term of imprisonment shall be not more than 8 years.”87 
Furthermore, the offender would be responsible for repaying any federal, 
state, or local government that used resources in responding, in an amount 
up to $10,000.88  

Another bill dealing with swatting was introduced by Congress in 
December of 2015.89 The bill, called the “Interstate Swatting Hoax Act,” was 
introduced by Representative Katherine Clark and would make it a crime 
for a person, 

with the intent to cause an emergency response by any law enforcement 
agency, in the absence of circumstances requiring such a response, [to] 
use[] a telecommunication system, the mails, or any other facility of 
interstate or foreign commerce to knowingly transmit false or 
misleading information indicating that conduct has taken, is taking, or 
will take place that may reasonably be believed to constitute a violation 
of any State or Federal criminal law, or endanger public health or 
safety.90 

The bill creates four alternatives for criminal sanctions, depending on 

 

 85.  See Email from Michael Bodiford to Patrick Chase, supra note 39 (discussing 
questions regarding Partnership Program and Reporting); Harassment and 
Cyberbullying, YOUTUBE, https://support.google.com/youtube/answer/2802268?hl=en 
&ref_topic=2803176&vid=1-635784820545286056-30996203 (last visited Mar. 9, 2016).  
 86.  S. 1018, 114th Cong. § 1 (2015). 
 87.  Id. at § 2. 
 88.  Id.  
 89.  See H.R. 4057, 114th Cong. (2015). 
 90.  Id. at § 2. 
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the result of the swatting: (1) if there is an emergency response, the person 
swatter can be fined, imprisoned for up to five years, or both; (2) if the 
swatting results in serious bodily injury, then the swatter can be fined, 
imprisoned for up to 20 years, or both; (3) if the swatting results in a death, 
then the swatter can be fined, imprisoned for up to life, or both; and (4) for 
any other result, the swatter can be fined, imprisoned for up to a year, or 
both.91 The bill would also create civil liability for the swatter and would 
require the swatter to reimburse “any party for expenses for an emergency 
response necessitated by [the swatting].”92 

Past prosecutions for swatting have creatively used charges such as: 
conspiracy against a witness,93 conspiracy to commit device fraud,94 and 
conspiracy to use devices to modify telecommunications devices.95 However, 
the current criminal laws do not match the direct act of swatting, but instead 
rely on the perpetrator taking certain steps to violate other federal laws in 
order to attach the act of swatting to the other charges.96 

States have been slow to respond to dealing with the swatting problem. 
New Jersey Assemblyman Paul D. Moriarty introduced a proposed Act 
(A3877) on November 13, 2014, in which violators would face five to 10 years 
in prison and a fine up to $150,000 for acts of swatting.97 Since the 
introduction of his proposed legislation, Assemblyman Moriarty became a 
victim of swatting while watching the 2015 Masters Tournament on 
television.98 Moriarty answered the phone and the police explained to him 

 

 91.  Id. 
 92.  Id. 
 93.  See 18 U.S.C. § 1513 (2012); U.S. Attorney’s Office, N. Dist. of Texas, Individual 
Pleads Guilty in Swatting Conspiracy Case, FBI (Jan. 29, 2009), https://www.fbi.gov/ 
dallas/press-releases/2009/dl012909.htm [hereinafter Swatting Conspiracy]. 
 94.  See 18 U.S.C. § 1030; Swatting Conspiracy, supra note 93. 
 95.  U.S. Attorney’s Office, N. Dist. of Texas, Man Faces Five Years in Federal 
Prison in ‘Swatting’ Case, FBI (July 29, 2014), https://www.fbi.gov/dallas/press-releases/ 
2014/man-faces-five-years-in-federal-prison-in-swatting-case.  
 96.  18 U.S.C. § 2292 dances around the idea of conveying false information about 
conduct that would be a crime, but again, swatting is not a crime. See 18 U.S.C. § 2292 
(2012) 
 97.  Assemb. 3877, 216th Leg., Reg. Sess. (N.J. 2014). The bill was signed into law 
and became effective March 1, 2016. See N.J. STAT. 2C:33-3 (West 2016).  
 98.  Matt Friedman, N.J. Lawmaker Who Wants to Combat Dangerous ‘Swatting’ 
Prank Gets Swatted, NJ.COM (Apr. 14, 2015), http://www.nj.com/politics/index.ssf/ 
2015/04/nj_lawmaker_who_wants_to_combat_dangerous_swatting.html. 
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that a caller to police dispatch stated a shooting had occurred at his home.99 
Police asked him to step outside, where officers wearing helmets, heavy 
protection, and rifles were waiting on Moriarty’s next move; fortunately, 
Moriarty was still on the phone with dispatch and explained that he may have 
been swatted, and no one was injured.100 

California became the most recent state to pass a law to combat 
swatting and false police reports, by which “upon conviction thereof shall be 
punishable by imprisonment in a county jail for a period not exceeding one 
year, or by a fine not exceeding one thousand dollars ($1,000), or by both 
that imprisonment and fine.”101 In Michigan, punishment for swatting 
depends on the outcome of the criminal act.102 As such, if no harm is done 
and the report is for a misdemeanor, it is charged as a misdemeanor that 
includes a fine or restitution and a maximum of 93 days imprisonment.103 If 
someone is injured during the incident, then the sentence can include up to 
five years imprisonment and a $25,000 fine.104 If a death occurs, then the 
maximum punishment becomes no more than 15 years in prison, and the 
fines range between $25,000 and $50,000.105 

The laws of California, Michigan, and New Jersey can be placed on a 
spectrum for other states to decide how to handle swatting crimes. While the 
California approach is aimed more towards restitution than punishment of 
the individual,106 the Michigan law falls on the other end of the spectrum. 
Specifically, Michigan’s laws take into account the likelihood of a false 
report.107 In addition, Michigan’s law offers stiff sentencing guidelines and 
the option for fines to assist in covering the cost of law enforcement response 
to the incident.108 New Jersey’s law is similar to Michigan’s law, with a 
punishment of five to 10 years of imprisonment and a potential $150,000 
fine.109 Other states desiring to combat swatting should develop a tier system 
similar to Michigan’s law. If injury does not occur, then states should only 

 

 99.  Id. 
 100.  Id. 
 101.  CAL. PENAL CODE ANN. § 148.3 (West 2016).  
 102.  See MICH. COMP. LAWS ANN. § 750.411a (West 2016). 
 103.  Id. § 750.411a(1)(a). 
 104.  Id. § 750.411a(1)(c). 
 105.  Id. § 750.411a(1)(e). 
 106.  See CAL. PENAL CODE ANN. § 148.3.  
 107.  See MICH. COMP. LAWS ANN. § 750.411a. 
 108.  See id. 
 109.  N.J. STAT. 2C:33-3 (West 2016).  
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impose a fine, but if injury or death occurs, a prison sentence with a fine is 
appropriate. 

III. THE GROWING CONCERN OF SWATTING 

Originally, swatting was considered by the FBI to be a new type of 
prank phone call.110 In reality, it is a form of cyberbullying.111 Instead of 
making a prank phone call for a pizza delivery, the prankster convinces a 
police dispatcher to send an entire SWAT team in response to a violent 
scenario allegedly in progress.112 The origins of swatting began back in the 
early 2000s, with swatters targeting celebrities and gaming rivals.113 Since 
2010, swatters have used caller-ID spoofs, phone phreaking, IP ghosting, and 
other methods to mask their actions when calling the police.114 

In 2008, Kevin Kolbye, Assistant Special Agent in Charge of the Dallas 
Office of the FBI said, “Individuals did it for the bragging rights and ego, 
versus any monetary gain.”115 The FBI reports that between 2002 and 2006, 
five swatters called 911 in more than 60 cities, and the cost to first responders 
reached $250,000.116 

Recently, the use of swatting developed in a retaliatory context, where 
the intent is to cause harm or embarrass the broadcaster.117 The goal is to 
cause physical harm to the victim through the use of the police, or in the case 
of Jordan Mathewson, actually capture the swatting during a live 
broadcast.118 Although no one has been brought to justice yet in the 
Mathewson situation, by viewing the video, it is clear that the ultimate intent 
 

 110.  See Don’t Make the Call: The New Phenomenon of ‘Swatting’, FBI (Feb. 4, 2008) 
[hereinafter Don’t Make the Call], https://www.fbi.gov/news/stories/2008/february/ 
swatting020408. 
 111.  See HINDUJA & PATCHIN, supra note 55 (defining cyberbullying). 
 112.  See Don’t Make the Call, supra note 110. 
 113.  See, e.g., Anthony McCartney, Lawmakers to Call for Stiffer Penalties to Stop 
‘Swatting’, ASSOCIATED PRESS (Jan. 26, 2013), http://www.policeone.com/legal/ 
articles/6100791-Lawmakers-to-call-for-stiffer-penalties-to-stop-swatting/. 
 114.  George Prentice, UPDATE: Meridian Teen Charged with Conspiracy with 
Australian Youth to Make Bomb Threats to Schools, Businesses, BOISE WKLY. (Apr. 13, 
2015), http://www.boiseweekly.com/CityDesk/archives/2013/04/13/update-meridian-
teen-conspired-with-australian-youth-to-make-bomb-threats-to-schools-businesses; see 
also McCartney, supra note 113. 
 115.  Don’t Make the Call, supra note 110. 
 116.  Id. (adding it also affected “more than 100 victims”). 
 117.  See, e.g., Fagone, supra note 52. 
 118. Matthews, supra note 5.  
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was to cause some kind of harm or convey an imminent threat.119 

In the Mathewson video, one of the officers asks, “What about this is 
funny to you?”120 The local police chief stated that the caller left specific facts 
to a crime including an active shooter waiting for police.121 Mathewson is 
actually a popular and well-known broadcaster who makes a modest living122 
by running a gaming website where he and other YouTube broadcasters sell 
merchandise and post videos.123  

A. The Case of Tyran Dobbs 

In February of 2015, Tyran Dobbs was asleep at his Maryland home 
when armed police officers responded to a phone call from a man who 
claimed to be Dobbs.124 The caller, who had a British accent and was calling 
from Las Vegas, told police he would begin killing three hostages unless he 
was given $15,000.125 When police arrived and declared their presence, 
Dobbs was seen crawling on the floor near a glass door while a woman from 
the apartment tried to explain to the officers that there was no problem.126 
Officers said Dobbs refused to comply, and he was shot with two rubber 
rounds, including one to the face, before he could return back into his 
apartment.127 Dobbs and his female companions were wary of the officers 
because a small amount of drugs were in the apartment, and they were 
entirely unaware that officers were there for a hostage situation.128 The 
rubber rounds of bullets left Dobbs with severe facial injuries requiring facial 
reconstructive surgery.129 

Since the incident occurred, Dobbs claims he suffers from nerve pain 

 

 119.  See id. 
 120.  Id. 
 121.  Id. 
 122.  Id.; YouTube Statistics for kootra, VSP GROUP, http://vspstats.com/en/statistics/ 
channel/kootra (last visited Mar. 9, 2016).  
 123. Matthews, supra note 5; About Us, THE CREATURES, http://thecreature 
hub.com/about-us/ (last visited Mar. 9, 2016). 
 124.  Donelan, supra note 6. 
 125.  Id. 
 126.  Liz Klimas, ‘Swatting’ Prank Ends Horribly for Victim—and He Has the Injury 
to Prove It, THE BLAZE (Jul. 16, 2015) http://www.theblaze.com/stories/2015/07/16/ 
swatting-prank-ends-horribly-for-victim-and-he-has-the-injury-to-prove-it/. 
 127.  Donelan, supra note 6. 
 128.  See Klimas, supra note 126. 
 129.  Donelan, supra note 6. 
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throughout his face and also psychological pain when encountering police 
officers.130 Dobbs and his family have not received an apology from the 
police department, and they are seeking damages from the swatter and the 
police department.131 The reason for the Dobbs incident is still unknown132 
because investigations into swatting require responses from many different 
entities, including the FBI, the telephone company, and others.133 

B. The Prosecution of Nathan Hanshaw a.k.a Dshocker 

Nathan Hanshaw played an online game called League of Legends 
upwards of 18 hours a day under the alias of Dshocker; from his interactions, 
Hanshaw met a group of online friends.134 Soon after, a fight broke out 
between Hanshaw and one online friend.135 This led to Hanshaw researching 
how to mask both his location and his friend’s location.136 Hanshaw was 
living in the basement of his parents’ home in Massachusetts and found out 
his online friend was living in a La Quinta Inn in Newbury Park, California, 
where he sent the police.137 

Hanshaw told the police he had hundreds of rounds of ammunition and 
he demanded money and transport to Mexico.138 He further stated if any 
officers approached the La Quinta Inn, Hanshaw would kill any person who 
approached.139 Members from the local police department, the FBI, and the 
Department of Defense all responded to the call only to find the victim—
without any ammunition or the ability to harm officers.140 

 

 130.  Id. 
 131.  Id.  
 132.  See id. (stating though, that officers believed the swatter was a fellow online 
video game player). 
 133.  Real Consequences, supra note 2. 
 134.  Patrick Healy, Online Gamer Sentenced in Ventura County “Swatting” Hoax, 
NBC S. CAL. (Nov. 7, 2013), http://www.nbclosangeles.com/news/local/Irate-Online-
Gamer-Sentenced-in-Ventura-County-Swatting-Hoax-230944011.html. 
 135.  Id. 
 136.  Press Release, U.S. Dep’t of Justice, Mass. Man Sentenced to 30 Months for 
Making Hoax Emergency Servs. Calls (Oct. 29, 2013), http://www.justice.gov/opa/ 
pr/massachusetts-man-sentenced-30-months-making-hoax-emergency-services-calls. 
 137.  See Healy, supra note 134.  
 138.  Kate Linthicum, Man Gets 30 Months in Prison in Thousand Oaks ‘Swatting’ 
Case, L.A. TIMES (Nov. 6, 2013), http://articles.latimes.com/2013/nov/06/local/la-me-ln-
swatting-suspect-sentenced-20131106. 
 139.  Id.  
 140.  See id. 
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Nathan Hanshaw spoofed his location by making his call appear to 
police as from the 805 area code, a California area code, and not from 
Hanshaw’s home state of Massachusetts.141 Detective Todd Welty described 
the investigation as taking many months working with various phone 
companies and researching into the online world.142 Eventually, Detective 
Welty was able to trace the interactions and threats back to Hanshaw’s 
computer in Massachusetts.143 Hanshaw was convicted of “making interstate 
threats [and] threatening to use explosives and threats to use a firearm,” 
which stemmed from his prank phone call.144 Hanshaw was sentenced to 30 
months in federal prison.145 

The three situations discussed above illustrate the economic, 
emotional, and harmful effects of swatting, and its effect on both the victim 
and law enforcement. Researching and completing a swatting investigation 
puts a strain on the limited resources a small-town police department has.146 
When confronted, swatters will likely plead guilty to avoid long prison 
sentences.147 As technology continues to develop, the arrest rate will likely 
increase, with more and more cases being left open with the victim facing the 
brunt of the harm alone.  

IV. THE SUPREME COURT’S DECISION IN ELONIS V. UNITED STATES 

Anthony Douglas Elonis, while in the middle of a divorce from his wife, 
posted self-styled rap lyrics on Facebook containing violent language and 
imagery involving many of his loved ones, including his wife, and state and 
federal governments.148 Elonis posted a disclaimer next to the lyrics stating 
the lyrics were fictional, protected under the First Amendment, did not 
intend to depict any real person, and were for his own personal therapy.149 
In addition, Elonis changed his Facebook account name from Anthony 

 

 141.  See Healy, supra note 134.  
 142.  Id. 
 143.  Id. 
 144.  Linthicum, supra note 138. 
 145.  Id. 
 146.  Real Consequences, supra note 2. 
 147.  See, e.g., Scott Gordon, Phone “Swatter” Who Fooled 911, Police Pleads Guilty, 
NBCDFW.COM (July 17, 2009), http://www.nbcdfw.com/news/local/Phone-Swatter-
Fooled-911-Police-Pleads-Guilty.html; Linthicum, supra note 138. 
 148.  Elonis v. United States, 135 S. Ct. 2001, 2004–05 (2015). 
 149.  Id. at 2005.  
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Elonis to a fictional persona he created called Tone Dougie.150 Although the 
lyrics were posted under the account name Tone Dougie, Elonis authored 
the actual words and posts on Facebook.151 Elonis quoted television shows, 
posted pictures from work, and made disparaging comments about killing a 
co-worker with a knife.152 

Elonis’s co-workers, family members, and friends viewed the Facebook 
posts as threatening.153 Elonis also posted a satirical sketch from a show he 
viewed with his wife, and he made selective changes including specifics about 
his wife’s home and how to destroy the home.154 In one post he wrote, “[T]he 
best place to fire a mortar launcher at her house would be from the cornfield 
behind it because of easy access to a getaway road and you’d have a clear 
line of sight through the sun room . . . .”155 His wife saw the post and was 
granted a three-year restraining order against Elonis.156 After the issuance 
of the restraining order, Elonis posted on his Tone Dougie page: 

“Fold up your [protection-from-abuse order] and put it in your pocket 

Is it thick enough to stop a bullet? 

Try to enforce an Order 

that was improperly granted in the first place 

Me thinks the Judge needs an education 

on true threat jurisprudence 

And prison time’ll add zeros to my settlement . . . 

And if worse comes to worse 

I’ve got enough explosives 

to take care of the State Police and the Sheriff’s Department.”157 

In addition, Elonis posted about shooting people at an elementary 
school, and he also threatened to kill two FBI agents who visited his home.158 

 

 150.  Id.  
 151.  Id. 
 152.  Id. at 2005–07. 
 153.  Id. at 2006. 
 154.  Id. at 2005–06.  
 155.  Id. at 2005 (citation omitted). 
 156.  Id. at 2006. 
 157.  Id. (citation omitted).  
 158.  Id. at 2006–07. 
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A grand jury indicted Elonis for making threats to injure under 18 U.S.C. § 
875(c).159 Elonis claimed he was merely emulating other well-known rappers, 
and that he only posted what previously been said by others.160 At trial, the 
State presented Elonis’s wife and co-workers as witnesses.161 Each testified 
“they felt afraid and viewed Elonis’s posts as serious threats.”162 

At trial, Elonis wanted the jury instructions to include language that 
the government must prove his intent to convey a true threat to the people 
referenced on his Facebook page.163 The district court denied the request 
and instead instructed the jury that: 

“A statement is a true threat when a defendant intentionally makes a 
statement in a context or under such circumstances wherein a 
reasonable person would foresee that the statement would be 
interpreted by those to whom the maker communicates the statement 
as a serious expression of an intention to inflict bodily injury or take the 
life of an individual.”164 

The jury convicted Elonis, and he was sentenced to three years, eight 
months’ imprisonment and three years’ supervised release.165 Thereafter, 
Elonis filed an appeal and challenged the jury instructions, arguing that the 
jury should have been instructed on the intent to communicate the threat.166 
The Court of Appeals affirmed the trial court, and the Supreme Court 
granted certiorari.167 The Supreme Court found for Elonis, with Justice Alito 
concurring in part and dissenting in part and Justice Thomas dissenting.168 

A. Overview of Threats 

A true threat is defined as “[a]n intentional statement that expresses a 
sincere intent to commit an act of unlawful violence against a particular 

 

 159.  Id. at 2007. 
 160.  Id. 
 161.  Id. 
 162.  Id. (citation omitted). 
 163.  Id. 
 164.  Id. (citation omitted). 
 165.  Id. 
 166.  Id. 
 167.  Id. at 2007–08. 
 168.  Id. at 2013, 2018.  
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individual or group.”169 Since the term was defined in Virginia v. Black,170 
most courts have adopted a totality-of-the-circumstances approach, which 
includes an objective and subjective analysis if the statement was made with 
intent.171 The most important question after Black was what intent the 
government must prove to show a true threat.172 The circuits are split on this 
issue, and even after the Elonis decision, this trend is likely to continue.173 

A basic threat is “[a] communicated intent to inflict harm or loss.”174 
Almost identical to a true threat, the basic threat has a lower intent threshold 
and statutes cover a broad range of what constitutes a threat. In Watts v. 
United States, the defendant stated the following during a political rally in 
Washington D.C.: 

“They always holler at us to get an education. And now I have already 
received my draft classification . . . and I have got to report for my 
physical this Monday coming. I am not going. If they ever make me carry 
a rifle the first man I want to get in my sights is L.B.J.”175 

Watts was prosecuted and convicted for making a threat against the 
President of the United States.176 The Supreme Court overturned the 
conviction, noting there was a lack of willing action to follow through, and 
that it was political hyperbole.177 From the Court’s decision in Watts, several 
factors came into play in deciding what constitutes a threat, but no courts 
have applied them as of yet.178 Instead, each circuit appears to have 
developed its own test: reasonable speaker, Kelner Test,179 speaker’s intent, 
threat directed at a goal, or a threat with an action.180 

After the majority’s opinion in Elonis, the circuits will now have to 

 

 169.  True Threat, BLACK’S LAW DICTIONARY (10th ed. 2014). 
 170.  Virginia v. Black, 538 U.S. 343, 359 (2003). 
 171.  Steven G. Gey, A Few Questions About Cross Burning, Intimidation, and Free 
Speech, 80 NOTRE DAME L. REV. 1287, 1332 (2005). 
 172.  Id. at 1331. 
 173.  Id. at 1332. 
 174.  Threat, BLACK’S LAW DICTIONARY (10th ed. 2014). 
 175.  Watts v. United States, 394 U.S. 705, 706 (1969).  
 176.  Id. 
 177.  Id. at 708.  
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decide if each threat test is appropriate in light of the intent of the speaker.181 
At a minimum, until there is more clarification from the Supreme Court, 
each circuit should follow Elonis, take into consideration the majority’s 
opinion in Rogers v. United States, and include a subjective analysis as well.182 

B. The Majority Opinion 

In Elonis, the Supreme Court held a jury instruction using only 
negligence as the standard for a conviction under 18 U.S.C. § 875(c) was 
improper.183 The Court noted a defendant must have some intent to “make 
his conduct fit the definition of the offense.”184 The Court found that the jury 
instruction advocating a reasonable person standard, a function of civil tort 
law,185 was not the proper mental state to convict someone under 18 U.S.C. 
§ 875(c).186 The Court relied on the notion that the criminal who transmits a 
threat must have some perception that the language is, in fact, actually a 
threat.187 The Court relied on previous decisions that focused not on what 
the victim perceived as the threat, but that the criminal had some notion of 
wrongdoing.188 Beginning with Morissette v. United States and Staples v. 
United States, the Court found that some criminal intent element must exist; 
however, the Court failed to explain what criminal standard would be 
applied.189 

The lack of direction from the Court, and the Court’s interpretation of 
18 U.S.C. § 875(c) requiring the Government to prove the defendant 
intended to convey a threat, is troublesome. The Court relied on finding a 
mens rea standard with specific intent, but the language of the statute was 
based on general intent.190 Under general intent, there is no mental state 
defined in the criminal statute, only recklessness or negligence is required.191 
Now, under this open-intent interpretation of the statute, a person who 

 

 181.  See Elonis v. United States, 135 S. Ct. 2001, 2011–12 (2015). 
 182.  Rogers v. United States, 422 U.S. 35, 48 (1975). 
 183.  Elonis, 135 S. Ct. at 2012–13. 
 184.  Id. at 2009 (quoting Staples v. United States, 511 U.S. 600, 608 n.3 (1994)). 
 185.  Elonis, 135 S. Ct. at 2011.  
 186.  Id. at 2011–13. 
 187.  Id. at 2009, 2012–13. 
 188.  Id. at 2009–10.  
 189.  See id.  
 190.  Compare 18 U.S.C. §875(c) (2012), with Intent, BLACK’S LAW DICTIONARY 
(10th ed. 2014). 
 191.  See Intent, BLACK’S LAW DICTIONARY (10th ed. 2014). 
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wants to harass a broadcaster can make comments on a Twitch or YouTube 
page and then simply argue their comment was not intended to be a true 
threat.192 Moreover, with no laws specifically outlawing swatting, but instead, 
relying on broad definitions of cyberbullying, a defendant can assert the 
argument of the lack of intent in their actions.193 

C. The Thomas and Alito Response 

Justice Alito agreed with the majority opinion in that negligence alone 
was not enough, and that some mens rea requirement was necessary.194 But 
Justice Alito noted the Court’s opinion failed to address which level of intent 
was necessary to convict under 18 U.S.C. § 875(c).195 Justice Alito argued 
that recklessness was sufficient because “he or she consciously disregards the 
risk that the communication transmitted will be interpreted as a true 
threat.”196 It appears Justice Alito recognized that those who create a threat 
using social media or any other Internet medium consciously disregard the 
risk of the threat because the person can hide behind a computer screen.197  

Justice Thomas suggested in his dissent that the statute does not need 
any type of particular mental state.198 Relying on general intent history 
beginning with Rosen v. United States199 through Hamling v. United States,200 
Justice Thomas provided the majority with examples of when the Court has 
upheld general intent when someone dealt with obscene materials.201 Next, 
under Ragansky v. United States,202 Thomas noted the Seventh Circuit Court 
of Appeals upheld a general intent threat statute because a defendant could 
not speak words that amount to a threat and then claim the words were made 
in jest.203 Justice Thomas placed the defendant on notice that the words 

 

 192.  See Elonis, 135 S. Ct. at 2011–13. 
 193.  See id. 
 194.  See id. at 2014 (Alito, J., concurring in part, dissenting in part). 
 195.  Id. at 2013–14. 
 196.  Id. at 2016. 
 197.  See id. at 2016–17.  
 198.  Id. at 2019 (Thomas, J., dissenting) (“On its face, § 875(c) does not demand any 
particular mental state. As the Court correctly explains, the word ‘threat’ does not itself 
contain a mens rea requirement.”). 
 199.  Rosen v. United States, 161 U.S. 29, 41–42 (1896). 
 200.  Hamling v. United States, 418 U.S. 87, 119–120 (1974). 
 201.  Elonis, 135 S. Ct. at 2019–20 (Thomas, J., dissenting). 
 202.  Ragansky v. United States, 253 F. 643, 644–45 (7th Cir. 1918). 
 203.  Elonis, 135 S. Ct. at 2020–21 (Thomas, J., dissenting). 
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ordinary meaning and the actual words used in connection with are sufficient 
to convict.204 In his conclusion, Justice Thomas questioned the majority 
opinion’s lack of direction on what intent is necessary in cases like those 
where the words are plain and recognized that Congress did not include a 
higher standard of intent in the statute.205 

The majority opinion places uncertainty back into the circuits and 
further complicates future state laws after Elonis.206 The swatter now only 
has to show that he did not intend for the police to actually respond or cause 
harm to the victim, that his actions were simply a prank, and the police were 
the aggressors.207 A jury could draw a similar conclusion, equating it to the 
old “is your refrigerator running joke.”208 

The current laws addressing threats use a general intent standard to 
combat exactly what Elonis was doing when he posted on Facebook.209 A 
scorned lover can repost rap lyrics, insert new language to equate the 
situation, and the person to whom it is addressed must now wait for specific 
intent language to accompany the post.210 For example, in “Stan” by 
Eminem, the artist says: 

I love you Slim, we coulda been together, think about it 
You ruined it now, I hope you can’t sleep and you dream about it 
And when you dream I hope you can’t sleep and you scream about it 
I hope your conscience eats at you and you can’t breathe without me 

See Slim, shut up bitch! I’m tryin’ to talk! 
Hey Slim, that’s my girlfriend screamin’ in the trunk 
But I didn’t slit her throat, I just tied her up, see I ain’t like you 
‘Cause if she suffocates she’ll suffer more, and then she’ll die too211 

Perhaps the courts need to develop a test whereby intent is found in 
the spoken or written word in conjunction with the surrounding 
circumstances of the speaker and target audience. Currently, the general 
public can be held hostage by one who makes a true threat sound like an 

 

 204.  Id. at 2021. 
 205.  Id. at 2021–22. 
 206.  See id. 
 207.  See id. at 2011–13 (majority opinion).  
 208.  See id. at 2012. 
 209.  See, e.g., 18 U.S.C. §875(c) (2012). 
 210.  Elonis, 135 S. Ct. at 2005–07, 2012–13. 
 211.  EMINEM, Stan, on THE MARSHALL MATHERS LP (Interscope Records 2000). 
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indirect threat.212 

V. RECENT CASE EXAMPLES AFTER ELONIS 

A. Ebony Dickens 

During the height of the Baltimore riots, Ebony Dickens of East Point, 
Georgia posted a rant under the name Tiffany Milan that landed her in jail.213 
The post read, “All Black ppl should rise up and shoot at every white cop in 
the nation starting NOW,” and “I thought about shooting every white cop I 
see in the head until I’m either caught by the police or killed by them. Ha!!!! 
I think I can pull it off. Might kill at least 15 tomorrow, I’m plotting now.”214 
The post was shared on local news station WSB-TV’s Facebook page and 
caught the attention of East Point Police, the FBI, Homeland Security, and 
Atlanta Police.215 Dickens was formally charged with Terroristic Threats, a 
felony,216 and Inciting to Riot,217 a misdemeanor.218 

After her arrest, her East Point apartment was searched and “police 
seized computers, a cell phone, and a firearm.”219 At her bail hearing, the 
judge set a $10,000 fine and banned her from social media.220 On September 
16, 2015, she appeared in a Fulton County courtroom and pled not guilty.221 
Her attorney, Gerald Griggs, filed a motion to dismiss and allowed Dickens 
to be interviewed by WSB-TV where she read on camera a pre-written 

 

 212.  See Elonis, 135 S. Ct. at 2017 (Alito, J., concurring in part, dissenting in part). 
 213.  Georgia Mother Arrested over Facebook Post Threatening Police, WSB-TV 
(Apr. 28, 2015) [hereinafter Georgia Mother Arrested], https://web.archive.org/web/ 
20150702194123/http://www.wsbtv.com/news/news/national/east-point-mother-arrested 
-threatening-facebook-po/nk5Rr/. 
 214.  Ed Payne, Greg Botelho & John Murgatroyd, Georgia Woman Allegedly 
Threatens White Police on Facebook, Lands in Jail, CNN (Apr. 30, 2015), 
http://www.cnn.com/2015/04/30/us/georgia-woman-facebook-antipolice-post/.  
 215.  Georgia Mother Arrested, supra note 213. 
 216.  GA. CODE ANN. § 16-11-37 (West 2016).  
 217.  Id.  
 218.  Woman Accused of Threats Against White Police on Facebook Jailed, AJC.COM 
(Aug. 18, 2015), http://www.ajc.com/news/news/crime-law/woman-accused-of-threats-
against-white-police-on-f/nnMLK/. 
 219.  Georgia Mother Arrested, supra note 213. 
 220.  Payne, Botelho & Murgatroyd, supra note 214. 
 221.   East Point Mother Charged with Posting Facebook Threat Appears in Court, 
WSB-TV (Sept. 16, 2015), http://www.wsbtv.com/news/news/local/east-point-mother-
charged-posting-facebook-threat-/nngQ5/. 
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statement where she stated, in part, 

“I respect the roles and positions of law enforcement that wake up every 
day with an aim to reform ills of our nation, . . . I do not deny that my 
actions were misguided. My sole purpose was to show how preposterous 
it was to target any group of people based on race or position. . . . 

  This message was meant for my closest Facebook friends and was 
never for mass distribution . . . .”222 

Mr. Griggs maintained that Ebony’s words were protected under the 
First Amendment, were meant for her friends and family, were taken out of 
context, and not meant to be taken literally.223 As of publication, the case 
was pending in Fulton County. 

B. The Release of Ellisa Martinez 

Ellisa Martinez emailed Joyce Kaufman, a South Florida radio station 
WFTL AM 850 host, stating 

“I am so glad you support people who think like me. I’m planning 
something big around a government building here in Broward County, 
maybe a post office, maybe even a school, I’m going to walk in and teach 
all the government hacks working there what the 2nd amendment is all 
about. Can I count on your help? . . . we’ll end this year of 2010 in a 
blaze of glory for sure.”224 

Martinez then called the radio station and told them her bipolar husband 
was going to start firing on a school in Pembroke Pines, Florida.225 Federal 
authorities were already monitoring Martinez’s phone calls after Kaufman 
reported the original email.226 

Broward County officials closed down all schools and government 

 

 222.  EXCLUSIVE: Woman Arrested for Facebook Post Speaks, WSB-TV (Sept. 18, 
2015), http://www.wsbtv.com/news/news/local/exclusive-woman-arrested-facebook-post 
-speaks/nnh76/.  
 223.  Id. 
 224.  Megan O’Matz, Woman Whose Threats Led to Broward Schools Lockdown 
Sentenced to 2 Years in Prison, SUN SENTINEL (July 14, 2011), http://articles.sun-
sentinel.com/2011-07-14/news/fl-elissa-martinez-senteincing0714-20110714_1_ellisa-
martinez-threat-through-interstate-commerce-samuel-randall (omission in original).  
 225.  Id. 
 226.  Id.  
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buildings for several hours while police searched and protected potential soft 
targets.227 The incident took place during the 2010 Florida mid-term season 
while political tension was high, and Kaufman had made numerous 
controversial comments on her radio show.228 Martinez claimed her email 
and phone call were in response to Kaufman’s comments that aired on the 
show.229 Martinez was arrested in California, and her court-appointed 
attorney, Samuel Randall, filed a motion to dismiss.230 Martinez claimed her 
comments were protected speech under the First Amendment, as satire 
without a specific target in mind.231 

U.S. District Judge K. Michael Moore denied the motion to dismiss and 
imposed a two-year prison sentence along with three years of probation.232 
Her attorney appealed the motion to dismiss denial and the Eleventh Circuit 
upheld the decision in 2013 in a panel composed of: Chief Judge Edward 
Carnes, Senior Judge Susan Black, and Judge Jane Restani.233 The panel 
stated in their decision that “when the Government shows that ‘a reasonable 
person would perceive the threat to be real,’ a true threat may be 
punished.”234 

Once the Elonis opinion was published, the same Eleventh Circuit 
panel, on remand from the Supreme Court,235 overruled their decision in 
Martinez, and held that negligence was not enough to support a conviction 
and lacked an essential element of the crime.236 Martinez has since been 
released from jail, and her probation was eliminated.237 
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VI. CONCLUSION 

With the constant development of technology and the Internet, 
swatting is rapidly becoming more common.238 As a new form of 
cyberbullying, there is a necessity for the enactment of new laws to address 
swatting. Perhaps Eminem says it best in his lyrics to “Lose Yourself”: 

Too much for me to want to stay in one spot, 

Another day of monotony 

Has gotten me to the point, I’m like a snail 

I’ve got to formulate a plot or end up in jail or shot.239 
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