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I.  THE FEDERAL GOVERNMENT’S USE OF THE AGGRAVATED IDENTITY 
THEFT STATUE IN COMBATING ILLEGAL IMMIGRATION 

This Note discusses a conflict that arose within the United States 
Courts of Appeals, and the resulting Supreme Court decision, concerning 
what the Federal Government must prove in a charge for aggravated 
identity theft under 18 U.S.C. § 1028A(a)(1), and the effect of this 
interpretation on the larger illegal-immigration question.  The courts are 
split on whether the word “knowingly” applies only to “transfers, 
possesses, or uses a means of identification,” or if it also applies to “a 
means of identification of another person.”  Further, this Note will discuss 
the implication of the Government’s use of the statute to enforce 
immigration laws and punish illegal aliens who use false documents.  
Finally, this Note will discuss whether the Federal Government should use 
the statute for the prosecution of illegal immigrants in possession of stolen 
identities, and it will present potential alternatives. 

A.  What Is Identity Theft? 

Identity theft has existed in one form or another throughout the 
history of mankind.1  Only upon reaching the Internet age, however, have 
identity theft and identity crimes been considered truly pervasive offenses.2  
Identity theft can be described simply as “the obtaining and fraudulent use 
of the individual identifying information of another person.”3  The most 
common forms of identity theft often involve credit card fraud, phone or 
utilities fraud, bank fraud, employment fraud, and government documents 
or benefits fraud,4 but it is also as simple as using a fake identification card 
to sneak into an R-rated movie, or using another person’s name to 
subscribe to a magazine.5 

 1. TERRI CULLEN, THE WALL STREET JOURNAL:  COMPLETE IDENTITY 
THEFT GUIDEBOOK  21 (2007).  Incidents of identity theft have often meant imposters 
using the identity of another for the purpose of seizing power.  Historical instances 
include examples such as four individuals claiming to be King Sebastian of Portugal 
during the fourteenth century, two imposters nearly taking the throne of Russian Tsar 
Dmitry Ivanovich in the fifteenth century, and the Roman Catholic Church’s 
“antipopes”—those who wrongly claimed to be the rightful pope.  Id.  A more 
contemporary example is provided by the story of Frank Abagnale, Jr.—a teenager 
who stole almost $40,000 through identity theft—which became the subject of the 
motion picture Catch Me If You Can starring Leonardo DiCaprio.   Id.   
 2. Id. 
 3. DAVID A. MAY & JAMES E. HEADLEY, IDENTITY THEFT 1 (2004). 
 4. CULLEN, supra note 1, at 20.  
 5. MAY & HEADLEY, supra note 3, at 2. 
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B.  Illegal Immigration and Identity Theft 

1. Immigration and Identity Theft Law 

Before or after entering the United States, illegal immigrants will 
often use stolen identities and social security numbers to obtain 
employment.6  The increasingly sophisticated methods used by forgery 
rings operating near the Mexican border and the increased availability of 
forged means of identification have made it harder for employers to 
ascertain whether information provided to them is legitimate.7  In an effort 
to control illegal immigration, Congress passed the Immigration Reform 
and Control Act of 1986 (IRCA), which requires employers to hire only 
those applicants who are legally authorized to work, and mandates that 
employers verify the work eligibility of new employees.8  To assist law 
enforcement and employers in sifting through fake or stolen identities, 
Congress passed the Illegal Immigration Reform and Immigrant 
Responsibility Act of 1996 (IIRIRA), which in turn led to the creation of 
the E-Verify program.9  Operated by the Department of Homeland 
Security (DHS) in partnership with the Social Security Administration 
(SSA), the E-Verify program electronically compares information 
contained in an employee’s Form I-9 with information stored on DHS and 
SSA databases to help employers verify the identity information of newly 
hired employees.10  Typically, however, the user of a stolen identity has all 
of the information that would be listed on a Form I-9, and only glaring 
mistakes are discovered by the E-Verify system.11   

Because those who want to work in the United States illegally can 
easily circumvent the current system with the right kind of information, 
Congress passed the Identity Theft Penalty Enhancement Act “to establish 
penalties for aggravated identity theft.”12  Designed to combat the growing 

 6. CULLEN, supra note 1, at 31. 
 7. Id. at 31–33.  
 8. Lynn O. Tarran, E-Verify:  Should Companies Sign Up?, 41 MD. B.J. 42, 
44 (2008); see also Immigration Reform and Control Act of 1986, Pub. L. No. 99-603, 
100 Stat. 3359.  This Act led to the creation of the statutorily mandated employment 
verification system, which has become known as the Employment Verification Form I-
9, or simply Form I-9.  See id. 
 9. Tarran, supra note 8, at 44; see also Illegal Immigration Reform and 
Immigrant Responsibility Act of 1996, Pub. L. No. 104-208, 110 Stat. 3009 (codified as 
amended at 8 U.S.C. § 1324a (2006)).  
 10. Tarran, supra note 8, at 44. 
 11. CULLEN, supra note 1, at 32–33.  
 12. H.R. REP. NO. 108-528, at 1 (2004), reprinted in 2004 U.S.C.C.A.N. 779, 
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problem of identity theft, “[the statute] provides enhanced penalties for 
persons who steal identities to commit terrorist acts, immigration 
violations, firearms offenses, and other serious crimes” because at the time, 
many identity thieves only received short terms of imprisonment or 
probation.13  The aggravated identity theft statute states:  

In general.—Whoever, during and in relation to any felony violation 
enumerated in subsection (c), knowingly transfers, possesses, or uses, 
without lawful authority, a means of identification of another person 
shall, in addition to the punishment provided for such felony, be 
sentenced to a term of imprisonment of 2 years.14 

For the Government to charge an individual with aggravated identity 
theft, that individual must have committed a felony listed within subsection 
(c) of the statute.15  Felonies related to forging alien registration cards and 
various other immigration offenses are included in subsection (c).16 

2. The Aggravated Identity Theft Statute in Action 

On Monday, May 12, 2008, federal authorities raided the 
Agriprocessors kosher meatpacking plant—the largest processor of glatt 
kosher beef in the country—in Postville, Iowa and arrested 389 workers in, 
at the time, “the largest crackdown on illegal workers at a single site” 
during the George W. Bush Administration.17  Government officials placed 

779. 
 13. Id. at 3 (emphasis added). 
 14. 18 U.S.C. § 1028A(a)(1) (2006).   
 15. Id. § 1028A(a)–(c).   
 16. Id. § 1028A(c)(9)–(11).  Subsection (c) provides that:  

(c) Definition.—For purposes of this section, the term ‘felony violation 
enumerated in subsection (c)’ means any offense that is a felony violation of . . 
. (9) section 243 or 266 of the Immigration and Nationality Act (8 U.S.C. 1253 
and 1306) (relating to willfully failing to leave the United States after 
deportation and creating a counterfeit alien registration card); (10) any 
provision contained in chapter 8 of title II of the Immigration and Nationality 
Act (8 U.S.C. 1321 et seq.) (relating to various immigration offenses); or (11) 
section 208, 811, 1107(b), 1128B(a), or 1632 of the Social Security Act (42 
U.S.C. 408, 1011, 1307(b), 1320a-7b(a), and 1383a) (relating to false statements 
relating to programs under the Act). 

Id. 
 17. Spencer S. Hsu, Immigration Raid Jars a Small Town, WASH. POST, May 
18, 2008, at A01.  
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more than ten percent of the town’s population into custody.18  Before the 
raid, the Government alleged that as many as three-quarters of the social 
security numbers used at the plant were fraudulent, but allegations of 
employee abuse had also surfaced.19  Thus, something was rotten in the 
town of Postville, and something needed to be done.  

Following the raid, officials drove buses full of employees suspected 
of criminal violations to Waterloo, Iowa to detain them at the National 
Cattle Congress fairgrounds for processing and charging.20  A few weeks 
later, in temporary courtrooms at the fairgrounds, “270 illegal immigrants 
were sentenced . . . to five months in prison” for having false documents 
while employed at Agriprocessors.21  Usually, illegal workers are detained 
for civil violations by Immigrations and Customs Enforcement (ICE) and 
quickly deported.22  However, with pressure for greater enforcement, in 
recent years the Federal Government has begun to use the identity theft 
statute to obtain quick guilty pleas and prison time for illegal immigrants 
with false documents.23 

To combat the growing immigration problems in the United States, 
the Federal Government, under the Bush Administration, turned to the 
aggravated identity theft statute in its prosecution of immigrants working 
illegally in the United States.24  Because employers cannot accurately verify 
the legitimacy of their employees’ identity information, many illegal aliens 
are able to find work throughout the country.25  In what became 

 18. Id. 
 19. Nigel Duara et al., Claims of ID Fraud Lead to Largest Raid in State 
History, DES MOINES REG., May 12, 2008, available at http://www.desmoinesregister.co 
m/article/20080512/NEWS/80512012/Claims-of-ID-fraud-lead-to-largest-raid-in-statehis 
tory.  One allegation concerned a supervisor covering the eyes of an employee with 
duct tape and subsequently hitting him with a meat hook.  Id.  The employee—an 
illegal immigrant—did not report the incident because he feared he would lose his job.  
Id. 
 20. See id.   
 21. Julia Preston, 270 Immigrants Sent to Prison in Federal Push, N.Y. TIMES, 
May 24, 2008, at A1. 
 22. Id. 
 23. Id. 
 24. See Kevin R. Lashus et al., Fear the ICE Man:  Lessons From the Swift 
Raids to Warm You Up—The New Government Perspective on Employer Sanctions, 32 
NOVA L. REV. 391, 406–19 (2008) (providing some examples of arrests and 
prosecutions under the aggravated identity theft statute). 
 25. See Tarran, supra note 8, at 47 (noting that the E-Verify tools can only 
detect whether provided information belongs to a real person, not whether it belongs 
to the person presenting the document). 
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trial.

 “You really are force feeding the system just to 
churn

 

customary, the Government would round up hundreds of persons whom 
they suspected of working illegally in the United States in large ICE-led 
raids.26  Some of these arrested workers would possess documents and 
identity numbers that belonged to other persons.27  Because the workers 
were clearly in possession of another person’s identity, the Government 
would use the aggravated identity theft statute in prosecuting these 
individuals.28  Often, the Government would bring charges for immigration 
violations along with identity theft, and then offer to drop the identity theft 
charge if the individual would plead guilty to immigration violations, the 
sentence for which usually totaled around five months in prison and 
deportation.29  Thus, in the aftermath of these large raids, the Government 
could use the statute to quickly process hundreds of illegal aliens and raise 
the prospect of a thirty-month prison sentence for those who chose to

   

This is what happened in Postville.30  However, the Postville 
indictments were unprecedented, and criticism quickly arose because of the 
nature of the proceedings and because of the hard bargain offered by 
federal prosecutors:  plead guilty to using fraudulent social security cards 
or immigration documents and agree to serve five months of jail time, or 
risk more serious consequences.31  One critic, Robert Rigg, a professor at 
Drake University Law School and president of the Iowa Association of 
Criminal Defense—whose group was not contacted when officials began to 
plan the mass raid—stated,

 these people out.”32 

However, one must ask whether the Government can or should use 
this identity theft statute against immigrant workers who only wanted 
employment and a better life in America.  Further, many of the illegal 
immigrants charged with aggravated identity theft have objected to the 
Government’s use of section 1028A(a)(1), claiming based on the allegedly 
ambiguous language of the statute that the Government must prove that an 

 26. See, e.g., Lashus et al., supra note 24, at 393. 
 27. Id. at 393–94. 
 28. Id. at 406–12 (providing some examples of detained illegal workers 
charged or prosecuted using the aggravated identity theft statute). 
 29. See Jennifer Ludden, Immigrant Rights Groups Challenge ID Theft 
Arrests, NPR, July 24, 2008, available at http://www.npr.org/templates/story/story.php?s 
toryId=92830188; see also Preston, supra note 21. 
 30. See Preston, supra note 21. 
 31. Id. 
 32. Id. 
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continues to grow into a more serious problem in the twenty-first century. 

t developed between the United States Circuit Courts of 
Appeals.36 

 

individual charged under this section actually knew the stolen identity 
belonged to another person.33  The Supreme Court decided in favor of the 
immigrants and held that the Government must prove that a defendant 
knew the false identity belonged to another person as part of its burden of 
proof under the statute.34  However, the legislative history and the victim-
assistance purpose of the statute indicate that Congress sought to punish 
immigrants using false identities to obtain employment, and Congress 
specifically included crimes relating to immigration within the applicable 
offenses under section 1028.35  Thus, the question remains whether 
Congress should revise the statute to close the loophole created by the 
Supreme Court with regard to illegal immigration and identity theft.  
Although contradictions exist within the legislative history of the Identity 
Theft Penalty Enhancement Act, Congress clearly intended to enhance the 
sentence of those using the identity of another person or persons, 
regardless of whether the identity thief knew he had taken the identity of 
another person.  Therefore, Congress should revise the statute so the 
Government may continue to use this statute in the prosecution of 
immigrants using false identities to obtain employment illegally, and 
protect victims of identity theft.  Failing that, Congress must take other 
decisive actions to address the larger problems of identity theft, which

II.  THE TALE OF TWO CIRCUITS 

Since the passage of the Identity Theft Penalty Enhancement Act, the 
Government has used penalty enhancement as a Sword of Damocles in 
prosecuting alleged illegal immigrants.  These defendants could either take 
the plea offered, or take the risk of fighting the Government on the 
identity theft charges.  Those who rejected the plea and chose to go to trial 
had some luck in questioning the interpretation of the identity theft statute 
and a spli

 33. See 18 U.S.C. § 1028A(a)(1) (2006); see also United States v. Mendoza-
Gonzalez, 520 F.3d 912, 914–15 (8th Cir. 2008); United States v. Villanueva-Sotelo, 515 
F.3d 1234, 1236–37 (D.C. Cir. 2008). 
 34. See Flores-Figueroa v. United States, 129 S. Ct. 1886, 1888 (2009). 
 35. See H.R. REP. NO. 108-528, at 1 (2004), reprinted in 2004 U.S.C.C.A.N. 
779, 779; see also 18 U.S.C. § 1028A(c). 
 36. See Supreme Court to Review Identity Theft Charges, DES MOINES REG., 
Oct. 21, 2008, at 5A. 
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A.  United States v. Villanueva-Sotelo37 

1. The Facts of the Case 

In one of the first major decisions on the issue by a court of appeals, 
the Government charged Gustavo Villanueva-Sotelo with “[1] unlawful 
entry of a removed alien . . . [2] possession of a fraudulent document 
prescribed for authorized stay or employment in the United States . . . and 
[3] aggravated identity theft.”38  He was arrested after he presented District 
of Columbia Metropolitan Police with a false permanent resident card that 
displayed a photograph of himself, his name, “Mexico as his country of 
origin,” and an alien registration number that did not belong to him.39  
Villanueva-Sotelo pled guilty to the first two charges, but moved to dismiss 
the third, arguing that “section 1028A(a)(1) requires the Government to 
prove he actually knew the alien registration number belonged to another 
person.”40  The district court agreed and determined that “the word 
‘knowingly’ in section 1028A(a)(1) must modify both the verbs and the 
object, that is, means of identification of another person.”41  In his 
conclusion, District Judge Paul L. Friedman noted this exchange with the 
prosecutor as particularly important: 

[PROSECUTOR]: [I]t is stealing in the sense that if I make up a 
number and it belongs to someone else, I have taken that person’s 
number that was rightfully assigned by a U.S. Agency. 

THE COURT: If you make up the number? 

[PROSECUTOR]: Yes.  If I— 

THE COURT: What if you make up a number that doesn’t belong to 
anybody? 

[PROSECUTOR]: Then you don’t charge the offense, there is no 
offense because it’s not a means of identification of another person. 

 37. Villanueva-Sotelo, 515 F.3d 1234. 
 38. Id. at 1236; see 8 U.S.C. § 1326(a), (b)(1) (2006); 18 U.S.C. § 1546(a); 18 
U.S.C. § 1028A(a)(1). 
 39. Villanueva-Sotelo, 515 F.3d at 1236.  
 40. Id.; see also 18 U.S.C. § 1028A(a)(1). 
 41. Villanueva-Sotelo, 515 F.3d at 1237 (citing Transcript of Hearing at 50, 
United States v. Villanueva-Sotelo (D.D.C. 2007) (No. 06cr00271-01)) (internal 
quotations omitted). 
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THE COURT: So if the defendant picked a number out of the air and 
it was [your] number, he’s guilty, but if he picked a number out of the 
air and [Immigration and Customs Enforcement] hasn’t assigned it to 
anybody, he’s not guilty? 

[PROSECUTOR]: That’s correct.42 

Because he could not understand how this scenario amounted to identity 
theft, Judge Friedman concluded that the aggravated identity theft statute 
required that a defendant know the “means of identification of another 
person”43 actually belonged to that other person, and granted Villanueva-
Sotelo’s motion to dismiss the charge.44   

2. The District of Columbia Circuit’s Interpretation of Section 
1028A(a)(1) 

Because it faced losing a potent weapon in its fight against illegal 
immigration, the Government appealed Judge Friedman’s ruling.45  The 
Government argued that the aggravated identity theft statute was 
unambiguous and that the statute’s knowledge requirement extended only 
to “means of identification” and not “of another person.”46  Thus, under 
the language of the statute, the Government only had to prove that a 
defendant knowingly transferred, possessed, or used, without lawful 
authority, a form of identification with another person’s information.  
Under the Government’s interpretation, it only had to prove that 
Villanueva-Sotelo knowingly possessed or used information relating to 
another person’s identity, and not that he knowingly used the information 
of a person he knew existed.   

Because this issue concerned “a pure question of statutory 
interpretation,” the District of Columbia Circuit reviewed the district 
court’s decision de novo.47  In its effort to interpret the aggravated identity 
theft statute, the court had to first “‘determine whether the language at 
issue has a plain and unambiguous meaning with regard to the particular 
dispute in the case,’”48 and if the meaning is ambiguous, “look beyond the 

 42. Id. (citing Transcript of Hearing at 15, Villanueva-Sotelo (No. 06cr00271-
01)). 
 43. 18 U.S.C. § 1028A(a)(1). 
 44. See Villanueva-Sotelo, 515 F.3d at 1237.   
 45. See id.  
 46. Id.  
 47. Id. at 1237.  
 48. Id. (quoting Robinson v. Shell Oil Co., 519 U.S. 337, 340 (1997)). 
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text for other indicia of congressional intent.” 49  However, if the statutory 
language is unambiguous, the court had to apply the plain language of the 
statute to resolve the problem.50 

The District of Columbia Circuit determined that the statutory 
language was ambiguous because the Government’s and the defendant’s 
interpretations both seemed plausible.51  The Government conceded that 
the “knowingly” mens rea requirement could not apply only to the statute’s 
direct object, “means,” and therefore must at least extend to the first 
prepositional phrase, “of identification”—otherwise, “a person could be 
convicted for ‘knowingly using or transferring,’ without lawful authority, 
anything at all that happened to contain a means of identification.”52  The 
real question the District of Columbia Circuit needed to decide concerned 
whether the mens rea requirement applied to the second prepositional 
phrase, “of another person.”53  The District of Columbia Circuit, when 
searching for ambiguity, noted that the Model Penal Code’s rules of 
construction—absent any contrary intent—apply the mens rea requirement 
to all material elements of an offense, and that the next section of the 
statute applies the mens rea requirement to the entire statute.54  Further, it 
cited its own and Supreme Court precedent on instances in which other 
statutes were found to be ambiguous based on questionable mens rea 
requirements.55  Because the District of Columbia Circuit found that 

 49. Id. (citing Staples v. United States, 511 U.S. 600, 605 (1994)). 
 50. Id. (citing Barnhart v. Sigmon Coal Co., 534 U.S. 438, 450 (2002)).   
 51. Id. 
 52. Id. at 1238. 
 53. Id. at 1237. 
 54. Id. at 1239 (citing MODEL PENAL CODE § 2.02(4) (1985)); see also 18 
U.S.C. § 1028A(a)(2) (2006) (“Whoever, during and in relation to any felony violation 
enumerated in section 2332b(g)(5)(B), knowingly transfers, possesses, or uses, without 
lawful authority, a means of identification of another person or a false identification 
document, shall in addition to the punishment provided for such felony, be sentenced 
to a term of imprisonment of 5 years.”) (emphasis added).  Thus, the defendant argued, 
and the District of Columbia Circuit postulated, that because the mens rea requirement 
in this section of the statute extends throughout the phrase “a means of identification 
of another person or a false identification document,” it could (and it says could, 
because the court is looking for ambiguity) logically extend to both prepositional 
phrases in § 1028A(a)(1)—“a means of identification” and “of another person.”  
Villanueva-Sotelo, 515 F.3d at 1239–40. 
 55. Villanueva-Sotelo, 515 F.3d at 1240–41 (citing Liparota v. United States, 
471 U.S. 419, 420 (1985)) (finding that the language of 7 U.S.C. § 2024(b)(1), “‘whoever 
knowingly uses, transfers, acquires, alters, or possesses coupons or authorization cards 
in any matter not authorized by [law]’ is subject a fine and imprisonment” was 
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section 1028A(a)(1) lacked sufficient clarity for the court to determine how 
far the mens rea requirement in the statute reached, it concluded the 
statute was ambiguous.56 

Next, the District of Columbia Circuit turned to section 1028A(a)(1)’s 
“‘statutory structure, relevant legislative history, [and] congressional 
purposes’”57 to determine whether “knowingly” applied to both “means of 
identification” and “of another person.”58  First, the court looked to the 
statute’s title:  “aggravated identity theft.”59  Noting that the definition of 
the word “theft” was “‘the felonious taking and removing of personal 
property with the intent to deprive the rightful owner of it,’”60 the District of 
Columbia Circuit concluded that Villanueva-Sotelo could not have had the 
intent to deprive the rightful owner of the identity he stole because he 
lacked the basic knowledge of whether the alien registration number he 
used “belonged to anyone at all.”61  Second, the court noted the discussion 
between the Government’s prosecutor and Judge Friedman about whether 
a person randomly picking numbers constituted identity theft was beyond 
the scope of the violations contemplated by Congress.62  Third, the court 
turned to the legislative history and the examples of identity theft provided 
in the congressional record to determine that Congress did not intend to 
punish an individual who merely makes up a string of numbers that 

ambiguous); United States v. Chin, 981 F.2d 1275, 1279–80 (D.C. Cir. 1992) (finding 
that 21 U.S.C. § 861(a)(2), making it illegal for any adult “‘knowingly and intentionally’ 
to ‘employ, hire, use, persuade, induce, entice, or coerce, a person under eighteen years 
of age to assist in avoiding detection or apprehension for any [listed federal drug 
offense],’” was ambiguous); United States v. Nofziger, 878 F.2d 442, 444 (D.C. Cir. 
1989) (“identifying a dispute . . . over the reach of the word ‘knowingly’” in 18 U.S.C § 
207(c), which prohibited any covered employees from “‘knowingly . . . with the intent 
to influence, mak[ing] any oral or written communication . . . to the department or 
agency in which he served . . . in connection with any . . . particular matter . . . in which 
such department or agency has a direct and substantial interest’” and finding such 
language was ambiguous)).  
 56. Id. at 1242. 
 57. Id. at 1243 (quoting Fla. Power & Light Co. v. Lorion, 470 U.S. 729, 737 
(1985)). 
 58. Id. at 1243; see also 18 U.S.C. § 1028A(a)(1). 
 59. Villanueva-Sotelo, 515 F.3d at 1243 (“‘[T]he title of a statute and the 
heading of a section are tools available for the resolution of a doubt about the meaning 
of a statute.’” (quoting Almendarez-Torres v. United States, 523 U.S. 224, 234 (1998))). 
 60. Id. (quoting WEBSTER’S THIRD NEW INTERNATIONAL DICTIONARY 2369 
(1993)) (emphasis added). 
 61. Id. 
 62. Id.  
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happened to belong to another person.63  Fourth, although it noted the 
Government’s contention that Congress passed the aggravated identity 
theft statute to make it easier for the Government to convict identity 
thieves and increase their punishment, the District of Columbia Circuit 
concluded that Congress did not contemplate individuals like Villanueva-
Sotelo when it passed the statute.64  Finally, the court declined to look to 
other provisions in section 1028 because it found sufficient justification for 
its holding in the legislative history, and thus did not need to look to other 
statutes to determine congressional intent.65 

The District of Columbia Circuit concluded that “there is a salient 
difference between theft and accidental misappropriation” and “[w]hile 
Villanueva-Sotelo surely misappropriated someone else’s alien registration 
number, no evidence shows he stole it in any meaningful sense.”66  Thus, 
the court determined that the mens rea requirement of the aggravated 
identity theft statute extended to both “the means of identification” and 
“of another person.”67  The District of Columbia Circuit also noted that 
even if it was unable to come to a conclusion, the rule of lenity—“[t]he 
judicial doctrine holding that a court, in construing an ambiguous criminal 
statute that sets out multiple or inconsistent punishments, should resolve 
the ambiguity in favor of the more lenient punishment”68—applied and, 
therefore, the Government could not apply section 1028A(a)(1) against 
Villanueva-Sotelo.69  

3. The Dissent in United States v. Villanueva-Sotelo 

In her dissent, District of Columbia Circuit Judge Karen LeCraft 
Henderson argued that the majority misinterpreted the statute and stated 
that she would have interpreted “knowingly” only to apply to “a means of 

 63. Id. at 1243–46; see also H.R. REP. NO. 108-528, at 3–10 (2004), reprinted in 
2004 U.S.C.C.A.N. 779, 779–86. 
 64. Villanueva-Sotelo, 515 F.3d at 1245. 
 65. Id. at 1245–46. 
 66. Id. at 1246. 
 67. Id. 
 68. BLACK’S LAW DICTIONARY 629 (3d Pocket ed. 2006). 
 69. Villanueva-Sotelo, 515 F.3d at 1246 (citing United States v. West, 393 F.3d 
1302, 1311 (D.C. Cir. 2005)); see also Moskal v. United States, 498 U.S. 103, 108 (1990) 
(“[W]e have always reserved lenity for those situations in which a reasonable doubt 
persists about a statute’s intended scope even after resort to ‘the language and 
structure, legislative history, and motivating policies’ of the statute.”). 
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identification” and not to “of another person.”70  Judge Henderson first 
disagreed with the majority’s conclusion that the statute was limited to 
common-law theft.71  She countered that the statute should be read 
generically because the House Judiciary Committee Report accompanying 
the statute explained that “identify theft” referred to “all types of crimes in 
which someone wrongfully obtains and uses another person’s personal data 
in some way that involves fraud or deception, typically for economic or 
other gain, including immigration benefits.”72  Further, she noted that 
although the majority found that “Congress did not consider ‘imagin[ing] a 
string of random numbers’ to be a ‘wrongful[ ]’ way of possessing and/or 
using another person’s ‘means of identification’” in the House Report’s list 
of examples of common identity theft,73 that did not mean the alleged 
crime committed by Villanueva-Sotelo could not be covered by section 
1028A(a)(1) because it also failed to provide examples of other common 
forms of identity theft, such as a parent misappropriating a child’s 
identity.74 

Next, Judge Henderson stated that she read the legislative history to 
consider conduct by Villanueva-Sotelo to be covered by section 
1028A(a)(1)—“A primary purpose of the statute was to increase the 
punishment for a defendant who ‘wrongfully obtains and uses another 
person’s personal data’”75—and asked why Congress would increase the 
punishment to a mandatory two year sentence enhancement in an effort to 
combat identity theft while, as the majority held, requiring the Government 
to prove a defendant knew he wrongfully possessed the identification “‘of 
another person.’”76  After explaining a story of one identity theft victim, 
Judge Henderson noted that the harm the victim suffers is the same 
regardless of whether the identity was stolen from “‘dumpster diving,’” 
“‘hacking a personal computer,’” or “‘imagining a string of numbers,’” and 
importantly asked, “Can the Congress really have intended to prevent the 
repetition of nightmares like [the victim’s] by punishing more severely only 

 70. Villanueva-Sotelo, 515 F.3d at 1250 (Henderson, J., dissenting) 
(interpreting 18 U.S.C. § 1028A(a)(1) (2006)). 
 71. Id. at 1252. 
 72. Id. at 1253 (quoting H.R. REP. NO. 108-528, at 4 (2004), reprinted in 2004 
U.S.C.C.A.N. 779, 780). 
 73. Id.    
 74. Id. at 1254 n.8. 
 75. Id. at 1254, 1255 (quoting H.R. REP. NO. 108-528, at 4, reprinted in 2004 
U.S.C.C.A.N. 779, 780). 
 76. Id. 
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that thief . . . who knows that the purloined social security number is a real 
one?”77 

Judge Henderson next concluded that looking into the legislative 
history and congressional intent was unnecessary because the meaning of 
the language in section 1028A(a)(1) can be discerned with language in pari 
materia.78  Following a lengthy discussion concerning statutory 
interpretation, she wrote that the majority misinterpreted and misapplied 
the precedent it used to determine the statute’s ambiguity.79  Thus, she 
would have interpreted the mens rea requirement to apply only to “means 
of identification” and would have reversed the district court’s dismissal of 
the count charging Villanueva-Sotelo with aggravated identity theft under 
section 1028A(a)(1).80 

B.  United States v. Mendoza-Gonzalez81 

1. The Facts of the Case 

On December 12, 2006, ICE officials raided a pork processing plant 
owned by Swift & Company (“Swift”) in Marshalltown, Iowa and 
identified Nicasio Mendoza-Gonzalez as an individual who used the 
identity of another person to obtain employment.82  In order to obtain 
employment at Swift, Mendoza-Gonzalez submitted false information 
indicating that he was a “‘citizen or national of the United States’” and 
submitted an identification card with the name of Dinicio Gurrola III.83  
Swift hired Mendoza-Gonzales after the social security information he 
provided matched with the social security information of Gurrola.84  
Following his arrest, the Government indicted Mendoza-Gonzalez on five 
counts of immigration and social security violations, including aggravated 
identity theft under section 1028A(a)(1).85  At trial, the jury convicted him 

 77. Id. at 1256 n.11. 
 78. Id. at 1256. 
 79. Id. at 1258–59. 
 80. Id. at 1261. 
 81. United States v. Mendoza-Gonzalez, 520 F.3d 912 (8th Cir. 2008). 
 82. Id. at 913–14. 
 83. Id.   
 84. Id. at 914. 
 85. Id.; see also 18 U.S.C. § 1028A(a)(1) (2006).  In the other four counts of 
the indictment, Mendoza-Gonzalez was charged with violating 18 U.S.C. § 1015(e) 
(“making a false claim of citizenship”), 18 U.S.C. § 1546(b)(1) (“using false 
identification documents”), 18 U.S.C. § 1546(a) (“using fraudulently obtained 
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of all five counts, resulting in six months of concurrent imprisonment for 
the first four charges and an additional twenty-four months for the 
conviction under the aggravated identity theft statute.86  Mendoza-
Gonzalez appealed his conviction on the grounds that the Government 
failed to prove beyond a reasonable doubt that (1) Mendoza-Gonzalez had 
actual knowledge the identification he used belonged to another person; 
(2) that Gurrola was an actual person; and (3) that Gurrola was a living 
person at the time Mendoza-Gonzalez used his identification.87 

2. The Eighth Circuit’s Interpretation of Section 1028A(a)(1) 

On appeal to the Eighth Circuit, Mendoza-Gonzalez made the same 
argument that Villanueva-Sotelo did before the District of Columbia 
Circuit.88  The Government again contended that section 1028A(a)(1) 
“requires only that the means of identification in fact belonged to a real 
person, not that the defendant knew that it did.”89  However, the Eighth 
Circuit, under its own interpretation, concluded that section 1028A(a)(1) 
was unambiguous.90 

As in Villanueva-Sotelo, the Eighth Circuit reviewed the district 
court’s statutory interpretation de novo.91  The court first had to 
“‘determine whether the language at issue has a plain and unambiguous 
meaning with regard to the particular dispute in the case,’”92 and if so, 
“apply the plain language of the statute.”93  Before continuing, the Eighth 
Circuit noted Supreme Court precedent regarding the disagreement over 
statutory interpretation in some cases: “‘A mere disagreement among 
litigants over the meaning of a statute does not prove ambiguity; it usually 
means that one of the litigants is simply wrong.’”94   

immigration documents”), and 42 U.S.C. § 408(a)(7)(B) (“making a false 
representation of a social security number”).  Mendoza-Gonzalez, 520 F.3d at 914. 
 86. Id. 
 87. Id.   
 88. Id. at 915.  
 89. Id. (citing United States v. Hurtado, 508 F.3d 603 (11th Cir. 2007)).   
 90. Id. 
 91. Id. at 914 (citing United States v. Kirchoff, 387 F.3d 748, 750 (8th Cir. 
2004)); see also Villanueva-Sotelo, 515 F.3d at 1237. 
 92. Mendoza-Gonzalez, 520 F.3d at 914 (quoting Robinson v. Shell Oil Co., 
519 U.S. 337, 340 (1997)). 
 93. Id. (citing Barnhart v. Sigmon Coal Co., 534 U.S. 438, 450 (2002)). 
 94. Id. (quoting Bank of Am. Nat’l Trust & Sav. Ass’n v. 203 N. LaSalle St. 
P’ship, 526 U.S. 434, 461 (1999)).   



Flood 8.0 12/10/2009  2:30 PM 

338 Drake Law Review [Vol. 58 

 

 

The Eighth Circuit determined that “the plain language of § 
1028A(a)(1) limits ‘knowingly’ to modifying ‘transfers, possesses, or uses’ 
and not ‘of another person,’” and, therefore, concluded that the statute was 
unambiguous.95  First, it noted that the word “‘[k]nowingly’ is an adverb, 
and ‘[g]ood usage requires that the limiting modifier, the adverb 
“knowingly,” be as close as possible to the words which it modifies.’”96  
Thus, under “good usage,” the Eighth Circuit looked at the word 
“knowingly” as only modifying the verbs “transfers,” “possesses,” and 
“uses.”97  Further, the court noted that under the last antecedent rule, 
“qualifying words and phrases usually apply only to words or phrases 
immediately preceding or following them, not to others that are more 
remote.”98  Given these statutory interpretation principles and precedents, 
the Eighth Circuit joined the Fourth and Eleventh Circuits by concluding 
that “the Government was not required to prove that Mendoza-Gonzalez 
knew that Gurrola was a real person to prove he violated” the aggravated 
identity theft statute.99 

Further, the Eighth Circuit noted that if Congress desired to extend 
the mens rea requirement to the entire provision, it could have used the 
language “the means of identification known to belong to another actual 
person.”100  It also justified its position by using Judge Henderson’s 
argument that Congress would not seek to increase the penalty for identity 
theft while at the same time making it much harder to prove by requiring 
the Government to prove that the defendant knew his or her false 
identification belonged to another person.101  Both the Eighth Circuit and 
Judge Henderson concluded that Congress passed the aggravated identity 
theft statute in order to punish identity thieves and that Congress did so by 
increasing the penalty while providing a more easily provable mens rea 
requirement.102   

 95. Id. at 915; see also 18 U.S.C. § 1028A(a)(1) (2006).   
 96. Mendoza-Gonzalez, 520 F.3d at 915 (quoting United States v. Montejo, 
442 F.3d 213, 215 (4th Cir. 2006)).   
 97. Id. (citing 18 U.S.C. § 1028A(a)(1)). 
 98. Id. (citing 2A NORMAN J. SINGER & J.D. SHAMBIE SINGER, SUTHERLAND 
STATUTORY CONSTRUCTION § 47:33 (7th ed. 2007)).    
 99. Id.; see also United States v. Hurtado, 508 F.3d 603, 609 (11th Cir. 2007); 
Montejo, 442 F.3d at 215, 217. 
 100. Mendoza-Gonzalez, 520 F.3d at 915 (quoting Hurtado, 508 F.3d at 609) 
(internal quotations omitted).   
 101. Id. at 915–16 (quoting United States v. Villanueva-Sotelo, 515 F.3d 1234, 
1255 (D.C. Cir. 2008) (Henderson, J., dissenting)); see also 18 U.S.C. § 1028A(a)(1).   
 102. See Mendoza-Gonzalez, 520 F.3d at 915–16. 
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The Eighth Circuit also pointed to its own precedent to support its 
finding that the Government does not have to prove that the means of 
identification belong to an actual person.  In United States v. Hines, the 
court held that “‘[t]o support a conviction for aggravated identity theft, the 
government must prove that the defendant (1) knowingly used (2) the 
means of identification of another person (3) without lawful authority (4) 
during and in relation to’ a felony violation enumerated in § 1028A(c).”103  
The court noted that it held that merely providing the name of an actual 
person satisfied the knowledge requirement of the statute.104  Thus, the 
Government did not have to prove Mendoza-Gonzalez knew that Dinicio 
Gurrola III existed; it would only have to prove that Dinicio Gurrola III 
actually existed.   

Even though the Eighth Circuit did not find the plain language of the 
aggravated identity theft statute ambiguous, it continued its analysis by 
considering the relevant legislative history, statutory structure, and 
congressional purposes.105  The court held that even if it had to look to the 
legislative history and congressional intent, it would have reached the same 
conclusion—that section 1028A(a)(1) does not require the Government to 
prove the defendant knew the stolen identity actually belonged to another 
person because “[a] primary purpose of the statute was to increase the 
punishment for a defendant who wrongfully obtains and uses another 
person’s personal data.”106  Further, it distinguished the Supreme Court 
cases on which the District of Columbia Circuit relied, in which the term 
“knowingly” has been construed in criminal statutes to modify terms 
beyond those directly adjacent to the verb, because in the particular 
circumstances of those cases “the Supreme Court was concerned about 
criminalizing unwitting, innocent and perhaps even constitutionally 
protected conduct.”107  No such danger existed here, the Eighth Circuit 
found, because a defendant under section 1028A(a)(1) cannot be charged 

 103. Mendoza-Gonzalez, 520 F.3d at 916 (quoting United States v. Hines, 472 
F.3d 1038, 1039 (8th Cir. 2007)) (internal quotations omitted).  In Hines, the issue over 
the mens rea requirement of § 1028A(a)(1) was not raised because the defendant 
clearly knew the identity information (name, social security number, etc.) belonged to 
another person.  Id. (citing Hines, 472 F.3d at 1039). 
 104. Id. (citing Hines, 472 F.3d at 1039–40).  
 105. Id. at 916–17. 
 106. Id. at 916 (quoting Villanueva-Sotelo, 515 F.3d at 1254 (Henderson, J., 
dissenting)) (internal quotations omitted). 
 107. Id. at 917 (citing Arthur Andersen LLP v. United States, 544 U.S. 696 
(2005); United States v. X-Citement Video, Inc., 513 U.S. 64 (1994); Liparota v. United 
States, 471 U.S. 419 (1985)). 
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unless he committed the offense “‘during and in relation to any felony 
enumerated in § 1028A(c).’”108  Because the Government presented 
evidence at trial that Dinicio Gurrola III in fact existed, the Eighth Circuit 
concluded the Government met its burden and did not have to prove 
Mendoza-Gonzalez’s knowledge of Gurrola’s existence.109  

Further, one case relied on by the Eighth Circuit in Mendoza-
Gonzalez warrants special mention.  In United States v. Montejo, the 
Fourth Circuit cited its own case law on a statute with a similar mens rea 
question.110  In United States v. Cook, an issue arose under 21 U.S.C § 
861(a)(3), which criminalized “‘knowingly and intentionally . . . receiv[ing] 
a controlled substance from a person under 18 years of age.’”111  In that 
case, the defendant claimed he did not actually know whether the person 
he worked with was over the age of eighteen.112  Thus, similar to the 
defendants Mendoza-Gonzalez and Villanueva-Sotelo, the defendant in 
Cook contended the statute could not apply to him because he lacked the 
actual knowledge necessary to be convicted of the crime.113  The Fourth 
Circuit disagreed, holding “that the modifier ‘knowingly’ extended to the 
object ‘receive a controlled substance,’ but not to the prepositional phrase 
modifying it, ‘from a person under 18 years of age.’”114  Given the nearly 
indistinguishable statutory interpretation issues at issue with respect to 
section 861(a)(3) and section 1028A(a)(1), the Fourth Circuit determined 
the language of the latter statute unambiguous.115 

C.  The Supreme Court and Flores-Figueroa v. United States116 

1. The Facts of the Case 

On October 20, 2008, the United States Supreme Court granted 
certiorari in the Eighth Circuit decision of United States v. Flores-
Figueroa.117  In that case, Ignacio Flores-Figueroa, after working for six 

 108. Id. at 917 (quoting 18 U.S.C. § 1028A(a)(1) (2006)). 
 109. Id. 
 110. United States v. Montejo, 442 F.3d 213, 216 (4th Cir. 2006). 
 111. Id. (quoting United States v. Cook, 76 F.3d 596, 599 (4th Cir. 1996)) 
(alterations in original); see also 21 U.S.C. § 861(a)(3). 
 112. Montejo, 442 F.3d at 216 (citing Cook, 76 F.3d at 599). 
 113. Id. 
 114. Id.; see also 21 U.S.C. § 861(a)(3). 
 115. Montejo, 442 F.3d at 216–17. 
 116. Flores-Figueroa v. United States, 129 S. Ct. 1886 (2009). 
 117. Id. at 1889. 
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years under a false identity, decided to begin using his real name, and he 
switched his false numbers for new ones.118  Interestingly, he had made up 
numbers for his false name, but his new identity information—to correlate 
with his actual name—belonged to real people.119  His employer, L & M 
Steel Services, became suspicious and contacted law enforcement 
authorities.120  The Government charged Flores-Figueroa with “two counts 
of misuse of immigration documents in violation of 18 U.S.C. § 1546(a), 
and one count of entry without inspection under 8 U.S.C. § 1325(a).”121  
Further, he was charged with aggravated identity theft under section 
1028A(a)(1) because the numbers he used belonged to actual people.122  
Like the defendants in Villanueva-Sotelo and Mendoza-Gonzalez, Flores-
Figueroa argued that the Government needed to prove that he knew the 
means of identification belonged to another person, but the Eighth Circuit 
relied on its decision in Mendoza-Gonzalez and held, once again, that 
“‘knowingly’ modified only the verbs ‘transfers, possesses, or uses’, and not 
the phrase ‘of another person.’”123 

2. The Oral Arguments 

The Supreme Court heard oral arguments on February 25, 2009.124  
Kevin K. Russell argued on behalf of Flores-Figueroa and emphasized the 
“common usage” of the language of the statute.125  He contended that: 

[i]f I say that John knowingly used a pair of scissors of his mother, I am 
saying not simply that John knew he was using something which turned 
out to be his mother’s scissors or even that John knew he was using 
scissors which turned out to be his mother’s, I am saying that John 

 118. See United States v. Flores-Figueroa, 274 F. App’x 501, 501 (8th Cir. 2008) 
(stating that Flores used fraudulent alien registration and social security numbers); 
Mark Sherman, High Court to Rule on ID Theft Law over Immigrant Convicted in 
Iowa, DES MOINES REG., Feb. 23, 2009, at 1A. 
 119. Sherman, supra note 118, at 1A. 
 120. Id. 
 121. Flores-Figueroa, 274 F. App’x at 501. 
 122. Id. 
 123. Id. (quoting United States v. Mendoza-Gonzalez, 520 F.3d 912, 914–16 
(8th Cir. 2008)); see also United States v. Villanueva-Sotelo, 515 F.3d 1234, 1236 (D.C. 
Cir. 2008). 
 124. See Sherman, supra note 118, at 1A. 
 125. Transcript of Oral Argument at 3, Flores-Figueroa, 129 S. Ct. 1886 (No. 
08-108). 
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knew that the scissors he was using belonged to his mother.126 

He also argued that if a person makes up a string of identification numbers, 
the Government can only punish those who know that their numbers 
actually belong to others, similar to the argument made by Judge 
Friedman.127  He argued further that the real crime here was misuse of 
identity documents—to which Flores-Figueroa had pled guilty—and that 
his client was guilty only of that particular crime, not a trumped up charge 
of identity theft.128 

For the Government, Toby J. Heytens contended that in order for a 
person to be charged under section 1028A(a)(1), he or she must do three 
things: 1) “the defendant must commit one of the separate predicate 
felonies that are specifically enumerated in subsection (c);” 2) “the 
defendant must use something that is in fact a means of identification of 
another person” while committing this felony; and 3) the defendant must 
use the means of identification of another person to facilitate the 
commission of the underlying offense, and do so without lawful 
authority.129  Thus, Heytens argued that the Government met its burden on 
the aggravated identity theft charge.  He also argued that the statute’s mens 
rea element does not apply to the phrase “of another person” because 
“th[e] statute does not apply unless the name or number in question is 
actually that of a specific individual.”130  However, a constant theme 
throughout his oral argument centered on victims.  He argued that 
Congress passed the Identity Theft Penalty Enhancement Act with victims 
in mind, and he stated that because harm is suffered when a person 
misappropriates an innocent victim’s identity information, the victim in this 
case suffered a real and identifiable harm.131  Thus, the difference between 
a person making up a string of numbers that does not belong to anyone and 
a person making up a string of numbers that does belong to someone is 
significant because of the absence of or existence of a victim. 

3. The Decision of the Supreme Court 

On May 4, 2009, the Supreme Court held in a unanimous decision 

 126. Id. 
 127. Id. at 9–10.  Compare id. With Villanueva-Sotelo, 515 F.3d at 1237 (citing 
Transcript of Hearing at 50, United States v. Villanueva-Sotelo (No. 06cr00271-01)). 
 128. Id. at 26–27. 
 129. Id. at 28–29. 
 130. Id. at 37. 
 131. Id. at 48–50. 
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that section 1028A(a)(1) requires that the Government must prove that a 
defendant knew the means of identification he or she transferred, 
possessed, or used belonged to another person.132  Justice Stephen Breyer 
outlined the background of section 1028A(a)(1) and delivered the opinion 
of the court.133  Justice Breyer first acknowledged that both parties agreed 
that, under the statute, the defendant must know “he is transferring, 
possessing, or using something without lawful authority,” but then 
addressed the primary issue of whether the defendant must know of that 
“something” belonged to someone else.134 

Justice Breyer rejected the Government’s position for several 
reasons.  First, Justice Breyer analyzed the language of the statute and 
concluded that “[a]s a matter of ordinary English grammar, it seems 
natural to read the statute’s word ‘knowingly’ as applying to all the 
subsequently listed elements of the crime.”135  He continued by stating that 
“[i]n ordinary English, where a transitive verb has an object, listeners in 
most contexts assume that an adverb (such as knowingly) that modifies the 
transitive verb tells the listener how the subject performed the entire 
action.”136  He then gave a few examples of “ordinary English” explaining 
the principal stated above.137  In plain English, Justice Breyer stated, if a 
person said “‘Smith knowingly transferred the funds to his brother’s bank 
account,’” the listener would assume and understand that not only did 
Smith know that he transferred the funds, but also that Smith knew that he 
transferred the funds to his brother’s bank account.138  Justice Breyer 
concluded that the ordinary listener, upon reading the above example, 
would not expect Smith not to know that he transferred the funds to his 
brother’s account.139  He acknowledged that the above example does not 
necessarily always mean that Smith knows the funds were transferred to his 
brother’s account, but explained that the sentence—as commonly used—
generally means that Smith knew the funds went into his brother’s 
account.140  Thus, under the Government’s example “‘John knowingly 
discarded the homework of his sister,’” the Government correctly 

 132. Flores-Figueroa v. United States, 129 S. Ct. 1886, 1888 (2009). 
 133. Id. at 1888–89. 
 134. Id. at 1889.   
 135. Id. at 1890. 
 136. Id. 
 137. See id. 
 138. Id. 
 139. Id. 
 140. Id. at 1890–91. 



Flood 8.0 12/10/2009  2:30 PM 

344 Drake Law Review [Vol. 58 

 

 

contended that John may not have known the homework belonged to his 
sister, but the reader can infer that he knew based on ordinary usage under 
the English language.141 

Justice Breyer stated that with regard to section 1028A(a)(1), the 
ordinary reading of the statute yields the same result as both examples.  
Thus, the Supreme Court’s interpretation of the language “[w]hoever . . . 
knowingly transfers, possesses, or uses, without lawful authority, a means 
of identification of another person” applies the adverb “knowingly” to the 
transitive verbs and the rest of the action.142  Under ordinary English, 
“knowingly” applies not only to “transfers, possesses, or uses” and “a 
means of identification,” but also to “of another person.” 

Further, Justice Breyer noted that courts in the United States 
interpret criminal statues in accordance with ordinary principles of the 
English language.143  Additionally, he relied on the Court’s own precedent 
to conclude that courts will apply the adverb “knowingly” in a criminal 
statute to each element of the statute.144  By engaging in this analysis, the 
Court indirectly rejected the contention of the Eighth Circuit in Mendoza-
Gonzalez that the Court’s decisions in Arthur Andersen LLP v. United 
States, United States v. X-Citement Video, Inc., and Liparota v. United States 
only concerned “criminalizing unwitting, innocent, and perhaps even 
constitutionally protected conduct.”145  Thus, the word “knowingly” applies 
to each element, including “of another person,” regardless of whether it 
punishes innocent or guilty conduct.   

Finally, Justice Breyer rejected the Government’s position that the 
legislative history creates a special context for the language and that the 
statute therefore must be interpreted in light of that special context.146  The 
Government contended that the aggravated identity theft statute is a 
victim-protection statute and that if the Court were to interpret the statute 
with “knowingly” extending to “of another person,” enforcement problems 
would arise because the Government would have difficulty proving an 

 141. Id. 
 142. See 18 U.S.C. § 1028A(a)(1) (2006). 
 143. Flores-Figueroa, 129 S. Ct. at 1891. 
 144. Id. (citing United States v. X-Citement Video, Inc., 513 U.S. 64, 79 (1994) 
(Stevens, J., concurring); Liparota v. United States, 471 U.S. 419, 420 n.1 (1985)). 
 145. See United States v. Mendoza-Gonzalez, 520 F.3d 912, 917 (8th Cir. 2008) 
(citing Arthur Andersen LLP v. United States, 544 U.S. 696 (2005)); United States v. 
X-Citement Video, Inc., 513 U.S. 64 (1994); Liparota, 471 U.S. 419). 
 146. Flores-Figueroa, 129 S. Ct. at 1892–94. 
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identity thief knew the documents he used actually belonged to another 
person.147  Put simply, the Government argued that it would be extremely 
difficult to prove Flores-Figueroa knew the identity information he used 
belonged to another person and that the legislative history and purpose 
imply that such proof is not necessary.  Justice Breyer noted that the 
language “without lawful authority” gives some weight to the 
Government’s argument, but stated that more common forms of identity 
theft—such as using another’s credit card or dumpster diving—would 
present no enforcement problems because the Government could easily 
prove intent by showing that the identity thief knew what he or she was 
doing.148  Justice Breyer ultimately found the legislative history to be 
“inconclusive” and stated that “we cannot find indications in statements of 
its purpose or in the practical problems of enforcement sufficient to 
overcome the ordinary meaning, in English or through ordinary 
interpretative practice, of the words that [Congress] wrote.”149  Thus, even 
though there was some merit in the Government’s argument, the plain 
language of the statute overcomes any contrary interpretation arising from 
the legislative history, and the Government must prove as an element of 
the Identity Theft Penalty Enhancement Act that the defendant knew the 
means of identification he used, transferred, or possessed belonged to 
another person. 

III.  THE PURPOSE OF THE IDENTITY THEFT PENALTY ENHANCEMENT 
ACT 

The Court’s decision in Flores-Figueroa will essentially stop the 
Government from using tactics similar to those used in Postville for large 
raids and will end the subsequent quick processing of illegal workers.  Each 
person charged with immigration violations and aggravated identity theft 
may now resist the tacking on of the latter charges because the 
Government must prove the alleged identity thief knew the means of 
identification belonged to another person.  However, if one believes that 
the purpose of the aggravated identity theft statute was to protect victims 
and to make identity thieves easier to prosecute, one must then ask 
whether Congress should revise the statute to close the loophole created by 
the Supreme Court.   

Following in the steps of the District of Columbia Circuit in United 

 147. Id. 
 148. Id. at 1893. 
 149. Id. at 1892, 1894. 
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States v. Villanueva-Sotelo, one should “‘seek guidance in the statutory 
structure, relevant legislative history, [and] congressional purposes 
expressed in the [statute].’”150  In so doing, both the District of Columbia 
Circuit and the Eighth Circuit turned to the House Judiciary Committee 
Report accompanying the Identity Theft Penalty Enhancement Act to 
determine what conduct Congress intended to punish with the aggravated 
identity theft statute, but the courts ended up reaching opposite 
outcomes.151  To determine which court correctly deduced the true 
legislative intent, one must analyze the legislative history—most 
importantly House Report 528.152 

House Report 528 begins with the amendment’s proposed short title: 
“[T]he ‘Identity Theft Penalty Enhancement Act.’”153  It follows with the 
now familiar language that amended Chapter 47 of Title 18 of the United 
States Code: “Whoever, during and in relation to any felony violation 
enumerated in subsection (c), knowingly transfers, possesses, or uses, 
without lawful authority, a means of identification of another person shall, 
in addition to the punishment provided for such felony, be sentenced to a 
term of imprisonment of 2 years.”154  Thus, under the language of the short 
title and the proposed amendment, Congress intended to punish anyone 
who committed a listed felony through the means of an illegally used 
identification of another with a two-year sentencing enhancement, in 
addition to the penalty for the underlying crime.155  Furthermore, Congress 
did not intend to punish innocent persons with the aggravated identity theft 
statute; it merely provided additional punishment for those who had 
already perpetrated a serious underlying felony.156  In addition to the 
immigration violations listed in subsections (c)(2), (6), (9), (10), (11), 
Congress also made the penalty enhancement applicable to those who used 
the identity of another person to illegally acquire a firearm, to illegally 
acquire customer information, or to commit mail, bank, or wire fraud.157  

 150. United States v. Villanueva-Sotelo, 515 F.3d 1234, 1243 (D.C. Cir. 2008) 
(quoting Fla. Power & Light Co. v. Lorion, 470 U.S. 729, 737 (1985)). 
 151. See id. at 1249 (looking to the provision’s “text, title, and legislative 
history” to determine Congress’s intent); see also United States v. Mendoza-Gonzalez, 
520 F.3d 912, 916–17 (8th Cir. 2008). 
 152. H.R. REP. NO. 108-528 (2004), reprinted in 2004 U.S.C.C.A.N. 779. 
 153. Id. at 3, 9, reprinted in 2004 U.S.C.C.A.N. 779, 779, 785. 
 154. 18 U.S.C. § 1028A(a)(1) (2006). 
 155. See H.R. REP. NO. 108-528, at 10, reprinted in 2004 U.S.C.C.A.N. 779, 785. 
 156. See id. (stating that the law penalizes an individual who “commit[s] a 
serious Federal predicate offense”).  
 157. See 18 U.S.C. § 1028A(c). 
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By the language of the amendment, Congress’s intent to make all identity 
thieves punishable under the statute is readily apparent. 

In the report’s “Purpose and Summary” section, it states that “the 
‘Identity Theft Penalty Enhancement Act,’ addresses the growing problem 
of identity theft.”158  Congress drafted this amendment because it believed 
that too many identity thieves would use false or stolen identities to 
commit serious crimes and receive only probation or a short term of 
imprisonment if caught.159  Thus, “H.R. 1731 provides enhanced penalties 
for persons who steal identities to commit terrorist acts, immigration 
violations, firearms offenses, and other serious crimes.”160  Given this 
language, no doubt can exist that Congress intended the Identity Theft 
Penalty Enhancement Act to punish individuals who perpetrate identity 
theft to violate the United States’ immigration laws. 

In the next section, “Background and Need for the Legislation,” the 
report defines the words “identity theft” and “identity fraud” as 
“refer[ring] to all types of crimes in which someone wrongfully obtains and 
uses another person’s personal data in some way that involves fraud or 
deception, typically for economic or other gain, including immigration 
benefits.”161  Noting the importance of combating terrorism and consumer 
fraud, the report outlined the many reasons for harsher penalties for this 
prevalent and fast-growing form of crime.162  It continued by listing several 
ways that identity theft was used to commit other felonious crimes by 
utilizing new and old methods, including dumpster diving and using a 
“skimmer” to collect credit card numbers, and further noted the lack of 
punishment for committing such identity theft.163  Importantly, all of these 
examples—as noted by the majority opinion in United States v. Villanueva-
Sotelo and by Justice Breyer in Flores-Figueroa v. United States—only 
mention examples in which the perpetrator knew the identity of the person 
whose identity he or she stole.164  Put simply, such perpetrators knew they 
had used the identity that belonged to an actual person.  The District of 

 158. H.R. REP. NO. 108-528, at 3, reprinted in 2004 U.S.C.C.A.N. 779, 779. 
 159. See id. (“Many identity thieves receive short terms of imprisonment or 
probation; after their release, many of these thieves will go on to use false identities to 
commit much more serious crimes.”). 
 160. Id. (emphasis added). 
 161. Id. at 4, reprinted in 2004 U.S.C.C.A.N. 779, 780. 
 162. Id. at 4–5, reprinted in 2004 U.S.C.C.A.N. 779, 780–81. 
 163. Id. at 4–6, reprinted in 2004 U.S.C.C.A.N. 779, 780–82. 
 164. Flores-Figueroa v. United States, 129 S. Ct. 1886, 1893 (2009); United 
States v. Villanueva-Sotelo, 515 F.3d 1234, 1244 (D.C. Cir. 2008). 
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Columbia Circuit held that the fact that “the thief knew the stolen 
information belonged to another person . . . was the very essence of the 
crime” and that Congress did not intend to make “imagin[ing] a string of 
random numbers” an illegal way to use the identity of another person.165  
Judge Henderson’s dissent states that just because Villanueva-Sotelo’s 
crime “did not make [the report’s] ‘worst case’ list does not mean” that 
section 1028A(a)(1) does not cover his conduct, because the list “fails to 
mention other common forms of identity theft” such as “a parent 
misappropriating a child’s identity.”166  However, Judge Henderson 
correctly recognized the flaw in the logic of the majority in Villanueva-
Sotelo because under that decision’s reasoning, section 1028A(a)(1) could 
then be construed as not applicable to any case not listed in the report’s 
“worst case” list.167  Clearly, Congress did not intend to limit the statute’s 
reach to the forms of identity theft listed in the “Background and Need for 
the Legislation” section—if it had, it would not have used generic language 
and would not have listed immigration violations under the applicable 
felonies in subsection (c) of section 1028A.168  The “worst case” list was 
simply that—a worst case list and nothing more. 

In the “Section-by-Section Analysis and Discussion” section of House 
Report 528, Congress makes clear its intent to reject the position taken by 
the Supreme Court, the District of Columbia Circuit, and others.  It states 
that: 

This section amends the existing identity theft laws to clarify that 
possession of the means of identification of another person with intent 
to commit an unlawful act can constitute a crime.  This section will 
make it easier for prosecutors to convict identity thieves by allowing 
prosecution for simply possessing false identity documents with the 
intent to commit a crime.169 

Thus, Congress could not have been clearer in its intent to punish, with a 
two-year sentence enhancement, individuals using false identities with the 
intent to commit a crime who merely possessed those false identities.  
Simply possessing another person’s identity unlawfully with the intent to 
commit one of the enumerated crimes should make a person subject to 

 165. Villanueva-Sotelo, 515 F.3d at 1244. 
 166. See id. at 1254 & n.8. 
 167. See id. 
 168. See 18 U.S.C. § 1028A(a)–(c) (2006). 
 169. H.R. REP. NO. 108-528, at 10 (2004), reprinted in 2004 U.S.C.C.A.N. 779, 
786 (emphasis added). 
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section 1028A(a)(1).170  Thus, under a revised statute, the results would be 
different.  In United States v. Mendoza-Gonzalez, the Government could 
have punished the defendant because he used the identity information of 
another person—a photo identification card and social security number 
belonging to Dinicio Gurrola III—in order to break the law.171  The 
charges included “making a false claim of citizenship[,] . . . using false 
identification documents[,] . . . using fraudulently obtained immigration 
documents[,] . . . [and] making a false representation of a social security 
number.”172  In United States v. Villanueva-Sotelo, the Government would 
have been able to use section 1028A(a)(1) because Villanueva-Sotelo 
admitted knowing that the identification he used was fake, and the 
Government could prove the alien registration number belonged to 
someone else.173  Put simply, the Government must prove—like any other 
element of a crime—that the means of identification actually belong to a 
real person, but the legislative history conclusively demonstrates that it 
does not have to prove the perpetrator knew this person actually existed.  
Thus, substantial and compelling grounds exist under the legislative history 
for overruling the Supreme Court with a new statute that plainly and 
clearly demonstrates that the Government does not need to prove that the 
perpetrator knew the means of identification belonge

IV.  THE BENEFITS AND DRAWBACKS OF THE IDENTITY THEFT PENALTY 
ENHANCEMENT ACT IN COMBATING IDENTITY THEFT AND ILLEGAL 

IMMIGRATION 

Despite the Supreme Court’s interpretation of the Identity Theft 
Penalty Enhancement Act and the election of Barack Obama as President 
of the United States, the Bush Administration used the statute, along with 
other laws, to arrest thousands in its attempt to combat illegal 
immigration.174  One cannot deny that some illegal immigrants take the 
identities of others in order to circumvent the United States’ immigration 
and employment laws,175 but the question remains:  should Congress close 

 170. See, e.g., id. at 5–6, reprinted in 2004 U.S.C.C.A.N. 779, 781–82 (providing 
examples of convictions as background and reasons for legislation). 
 171. United States v. Mendoza-Gonzalez, 520 F.3d 912, 913–14 (8th Cir. 2008).  
 172. Id. at 914. 
 173. United States v. Villanueva-Sotelo, 515 F.3d 1234, 1236 (D.C. Cir. 2008). 
 174. News Release, U.S. Immigration and Customs Enforcement, ICE 
Releases Final Arrest Numbers for Utah Worksite Enforcement Operation, Feb. 8, 
2008, available at http://www.ice.gov/pi/news/newsreleases/articles/080208orem.htm.   
 175. See id. 
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the loophole in the aggravated identity theft statute and use it against those 
who merely seek a means for a better life?  

A.  Identity Theft and Combating Illegal Immigration 

The Identity Theft Penalty Enhancement Act was primarily enacted 
to provide harsher penalties for potential terrorists using false identities to 
perpetuate their violent objectives, although it also provides a means for 
additional sentencing for any identity thief.176  For decades, illegal 
immigrants have used fraudulent identity information to obtain 
employment in the United States, but should the Federal Government use 
a revised statute for combating illegal immigration?  A deeper analysis is 
needed to answer this question.  Statistics have shown that the 
metropolitan areas that suffer from the most identity theft are located near 
the United States–Mexico border.177  This happens for two reasons:  states 
such as Arizona are home to large numbers of wealthy retirees—the most 
vulnerable group to identity theft—and those states are also major 
destinations for illegal immigrants looking for driver’s licenses and social 
security numbers.178  As illegal immigrants desperate for proper 
documentation have a need for another person’s identity information, 
sophisticated Mexico-based crime rings fill that need with forged 
documents that can usually circumvent ordinary government systems for 
enforcing immigration laws.179 

Before the Identity Theft Penalty Enhancement Act, deportation was 
the chief penalty imposed by the Federal Government on immigrants 
working illegally in the United States.180  However, the Bush 
Administration attempted to rack up pressure against illegal immigration 
by bringing criminal charges against those who used false documents.181  
With the aggravated identity theft statute, all illegal immigrants faced at 
least two years in prison—in addition to the penalty for the underlying 
immigration violations—if they used or possessed the identification 
information of another person.182   

 176. Ian Heller, How the Internet Has Expanded the Threat of Financial 
Identity Theft, and What Congress Can Do to Fix the Problem, 17 KAN. J.L. & PUB. 
POL’Y 84, 95 (2007). 
 177. See CULLEN, supra note 1, at 56–58. 
 178. Id. 
 179. See id. at 31–33. 
 180. Ludden, supra note 29. 
 181. Id. 
 182. See 18 U.S.C. § 1028A(a)(1) (2006). 
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Following the raid at the Agriprocessors meatpacking plant in 
Postville, Iowa, immigration attorneys began to question the strategy of the 
Bush Administration in using this statute to punish illegal immigrants with 
prison time, averaging around five months, for more than 250 workers.183  
The Government charged the illegal employees with various crimes that 
included violations for aggravated identity theft.184  In return for a guilty 
plea, the Government would drop the aggravated identity theft charges, 
which raised due process concerns among immigration lawyers.185  Further, 
some critics have accused the Bush Administration of using large 
Agriprocessors-style raids as a means of rallying the conservative base of 
the Republican Party into voting booths instead of making a sincere effort 
to control illegal immigration.186  Others have contended that the large 
raids were only to provide justifications for Bush’s temporary-worker 
program and earned legalization.187  Thus, prosecutions for identity theft 
under the aggravated identity theft statute may have had an ulterior, 
political motive.188  Further, many of those arrested in these workplace 
raids did not know what a social security number represents.  Thus, some 
argue, they could not even know that the social security number could 
belong to another person.189   

Although many of these immigrants do not seek to “steal” the 
identities for short-term fraudulent activities or quick and easy cash,190 a 
resulting financial harm is not an element of the statute under any 
interpretation.191  Identity theft is not a victimless crime, but a revised 
aggravated identity theft statute will punish those immigrants just as it 
punishes fraudulently possessing another person’s means of 
identification.192  However, government officials find it nearly impossible to 
apprehend illegal immigrants who have assumed the identity of another 

 183. Ludden, supra note 29. 
 184. Id. 
 185. Id. 
 186. Lashus et al., supra note 24, at 396. 
 187. Hsu, supra note 17, at A01. 
 188. See id. 
 189. Ludden, supra note 29. 
 190. See MAY & HEADLEY, supra note 3, at 17.   
 191. See 18 U.S.C. § 1028A(a)(1) (2006); see also United States v. Mendoza-
Gonzalez, 520 F.3d 912, 916 (8th Cir. 2008) (citing United States v. Hines, 472 F.3d 
1038, 1039 (8th Cir. 2007)). 
 192. See 18 U.S.C. § 1028A(a)(1); see also MICHAEL MCCOY & STEFFEN 
SCHMIDT, THE SILENT CRIME:  WHAT YOU NEED TO KNOW ABOUT IDENTITY THEFT 
165 (2008). 
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person for the purpose of employment193 except in large Agriprocessors-
style raids.194  When an identity thief or illegal immigrant obtains 
employment and pays taxes, the fact that the social security number or 
taxpayer identification number would hypothetically appear on the forms 
from the real person and the immigrant should raise a red flag, but the 
Internal Revenue Service distributes an alternate tax identification number 
as a way to encourage illegal immigrants to pay taxes.195  Further, some 
have suggested the lack of a secure worker-identity or worker-
authorization system has resulted in this country’s current immigration 
crisis because prospective employers remain unable to concretely 
distinguish between valid, invalid, or improperly appropriated social 
security numbers.196  Thus, the Government pushed for longer prison terms 
in a questionable quest to stem the flow of illegal immigration.197   

Employers simply lack the tools necessary to distinguish between 
valid social security numbers issued on valid identification information and 
valid social security numbers issued on false identification information.198  
Certainly E-Verify can help fight more blatant forms of identity theft, but 
many of the illegal aliens at the Swift plant referenced in Mendoza-
Gonzalez had legitimate social security cards acquired through a vendor 
that sold valid Puerto Rican birth certificates.199  Illegal immigrants will 
usually adapt to changes in the law.  Because E-Verify used real social 
security numbers for the background checks, common identity-theft 
techniques supplied the black market with real identity information to 
meet immigrant needs.200  The Identity Theft Penalty Enhancement Act so 
far has not worked as a deterrent given the increased number of 
government raids on employers.  So long as the current system remains in 
place after the Supreme Court’s decision in Flores-Figueroa, immigrants 
looking for employment will do what they have to in order to get work with 
the current system and its easily obtainable employment information, 
despite any remaining risks. 

 193. See MAY & HEADLEY, supra note 3, at 17.   
 194. Hsu, supra note 17, at A01 (noting that 389 immigrants had been arrested 
in the Agriprocessors raid).   
 195. MAY & HEADLEY, supra note 3, at 18. 
 196. See, e.g., Lashus et al., supra note 24, at 394–95. 
 197. See Ludden, supra note 29. 
 198. See Lashus et al., supra note 24, at 402. 
 199. See id. at 401. 
 200. See Ludden, supra note 29. 
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B.  The Federal Interest and Potential Solutions in Combating Identity Theft 

One of the most important things to remember when debating 
identity theft law is that identity theft is not a victimless crime.  Any 
identity theft potentially has a devastating impact on its victims, and the 
victims usually do not discover the economic harm they suffer until long 
after the thieves have done their deed and disappeared.201  Nearly sixty 
percent of victims do not learn what happened until months later when 
they attempt to obtain credit.202  Further, the penalties associated with 
identity theft do very little to deter those leading luxurious lives at the 
expense of others because ninety-nine percent of identity thieves go 
unpunished.203  Also, identity theft usually constitutes a means of 
committing a larger criminal end.204  The Identity Theft Penalty 
Enhancement Act attempts to address these concerns by mandating a two-
year non-consecutive sentencing enhancement for using identity theft-type 
information to commit any of the enumerated crimes, so long as the 
Government can prove that the individual committed the underlying 
offense and that the perpetrator knew the means of identification belonged 
to another person.205  However, will the risk of two years in jail on top of 
the underlying crime really deter someone from committing a high-reward, 
low-risk crime, especially when the brunt of the law was being felt by illegal 
immigrants?   

“If the existing legal tools are too blunt . . . Congress should create a 
fairer system,” is perhaps one of the main retorts to criticisms of the 
Government’s use of the aggravated identity theft statute.206  Because 
identity information is easy to obtain and replicate, some have suggested 
attacking the root of the problem by introducing new methods of 
identification, such as bioverification.207  This would make an individual’s 
“means of identification” harder to acquire by potential identity thieves.  
The social security number was not designed to be used as an all-purpose 
means of identification, and its utility as one currently has been exhausted.  
Bioverification—“technology that utilizes genetic make-up as a method of 
identity verification”—would help replace methods that rely on easily 

 201. Sean B. Hoar, Trends in Cybercrime:  The Dark Side of the Internet, CRIM. 
JUST., Fall 2005, at 4, 6. 
 202. Heller, supra note 176, at 86. 
 203. Id. at 84–85, 97. 
 204. Id. at 96. 
 205. Id. at 95–96. 
 206. Hsu, supra note 17, at A01. 
 207. Heller, supra note 176, at 100–08. 
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replicable information like words and numbers.208   

One simple and relatively easy-to-implement method of 
bioverification involves fingerprints and fingerprinting.209  Fingerprint 
capture devices are cheap, small, and can easily be interfaced into 
computers.  A simple Google search for “fingerprint capture devices” 
yields a plethora of online stores advertising; “You can now know with 
every transaction and log-on that the authorized user was present at the 
time of access.  Unlike passwords, smart cards, tokens, or [personal 
identification numbers], fingerprints cannot be easily shared, lost or 
stolen.”210  As fingerprints constitute a unique method of identification, a 
fingerprint database could verify the means of identification with the 
fingerprints associated with that individual.211  Other viable options include 
the more accurate—and more difficult to obtain and replicate—retinal scan 
identification, which scans the unique formation of blood vessels located on 
the back of the eye.212  Unlike fingerprints, a person cannot leave retinal 
scan information behind because a user must place his face in front of a 
scanning machine for verification purposes. 

The Department of Homeland Security and other federal government 
institutions have worked on creating advanced and secured driver’s licenses 
because state licensing cards are easily duplicated.213  In addition, the 
military and law enforcement agencies have developed a biometric 
technology called Total Face Recognition, in which an individual’s facial 
features are mapped and entered into a database.214  The Total Face 
Recognition system, however, can be used without the individual’s consent, 
or even knowledge, in the effort to combat crime and terrorism by a 
general scan of a public place.215   

Obviously, privacy interests present the biggest obstacle to 

 208. Id. at 104–05. 
 209. Id. at 105–06. 
 210. DigitalPersona, http://www.digitalpersona.com/index.php?id=bl_SANS 
(last visited Nov. 30, 2009); see also Heller, supra note 176, at 105–06.  On a related 
note, under the Supreme Court’s decision in Flores-Figueroa, an individual presenting 
false fingerprints could not honestly argue that he did not know the fingerprints 
belonged to another person.  See generally Flores-Figueroa v. United States, 129 S. Ct. 
1886, 1893 (2009). 
 211. Heller, supra note 176, at 105. 
 212. Id. at 106. 
 213. MCCOY & SCHMIDT, supra note 192, at 195–96. 
 214. Id. at 198–99. 
 215. See id. 



Flood 8.0  12/10/2009  2:30 PM 

2009] Illegal Immigration and Identity Theft 355 

 

 

implementation, and these new methods have come under increasing 
scrutiny from civil libertarians.216  However, traditional methods of 
identification have proven themselves inadequate and even obsolete 
against the modern identity thief.  Modernization is necessary to protect 
the individual consumer from identity theft and to help employers sift out 
those who are legally allowed to work in the United States.  Civil liberty 
questions aside, old methods of identification constitute a twentieth 
century system that criminals can easily manipulate for their nefarious 
ambitions, and these new methods of identification can combat identity 
theft by making the information substantially harder to acquire and 
replicate.217  As the average identity thief becomes more sophisticated, the 
criminal justice system must evolve to meet these new threats to United 
States citizens.  The aggravated identity theft statute is useful because it 
punishes those who steal identities, but the crime is a relatively easy one to 
commit—especially with immigration violations—and carries a harsh 
penalty for those charged that do not accept a plea.  Ultimately, the 
solution is not making the mens rea of the crime harder to prove, it is 
making the “means of identification” harder to acquire and replicate.218  
Thus, the enhanced penalty would be more appropriate for the crime when 
the offender steals more sophisticated information from another person. 

V.  CONCLUSION 

Despite its questionable application, the Identity Theft Penalty 
Enhancement Act is an important tool in the fight against identity theft.  
However, because Congress chose to include immigration violations under 
the aegis of the original statute, the statute should be revised, and the 
Government should have the capability to prosecute illegal immigrants 
who have transferred, possessed, or used “a means of identification of 
another person.”219  Although the District of Columbia Circuit in 
Villanueva-Sotelo correctly noted that someone who is randomly stringing 
together numbers would not be guilty of identity theft, it oversimplified the 
issue by holding that if someone were to simply make up a number that 
happened to belong to another person, it could not be identity theft.220  The 
fact of the matter is that Villanueva-Sotelo’s identity theft had a victim 

 216. See id. at 199–201. 
 217. See Heller, supra note 176, at 107–08. 
 218. See id. (describing technological advances in identity verification).  
 219. See 18 U.S.C. § 1028A(a)(1) (2006). 
 220. See United States v. Villanueva-Sotelo, 515 F.3d 1234, 1244–45 (D.C. Cir. 
2008). 
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because the identity actually did belong to another person—thus, he should 
be punishable under the aggravated identity theft statute.221 

Currently, as the Supreme Court held in Flores-Figueroa, the 
Government must prove that the defendant knew that the person whose 
means of identification they were using actually existed.222  However, under 
a revised version of the statute, the Government would need to prove only 
that the person whose identity was stolen actually existed.  In the end, 
though, the statute should not be used as the sole means of combating 
identity theft and illegal immigration.  The Federal Government needs new 
and more secure methods of identification to solve the larger, separate, 
problems created by identity theft and illegal immigration, because the 
Identity Theft Penalty Enhancement Act, in the end, does not successfully 
deter either problem.  
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